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Introduction:

The educational program is a well-planned set of courses that
include procedures and experiences arranged in the form of an
academic syllabus. Its main goal is to improve and build graduates' skills
so they are ready for the job market. The program is reviewed and
evaluated every year through internal or external audit procedures and

programs like the External Examiner Program.

The academic program description is a short summary of the
main features of the program and its courses. It shows what skills
students are working to develop based on the program's goals. This
description is very important because it is the main part of getting the
program accredited, and it is written by the teaching staff together
under the supervision of scientific committees in the scientific

departments.
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1. Program Vision

The College of Computer Science and Information Technology at the University of
Basra strives to achieve leadership and excellence at both the regional and
international levels, and to consolidate its position locally as a leading academic
and research institution in the fields of computer science, information technology,
and technological and digitalinnovations.

The College also aspires to be a distinguished center for preparing and qualifying
scientific and technical competencies capable of leading the paths of digital
transformation, anticipating the future, and employing knowledge and modern
technologies in the service of society and sustainable development, through
excellence in the fields of computer science, information systems, intelligent
medical systems, cybersecurity, artificial intelligence, networks, and all other
modern technical and digital fields and applications.

2. Program Mission

The College of Computer Science and Information Technology at the University of
Basrais committed to fulfilling its academic, research, and societal mission
through:

1. Offeringintegrated and advanced academicprogramsin the fields of computer
science, computerinformation systems, intelligent medical systems, and
cybersecurity, with future expansion into specializations such as artificial
intelligence, networks, and other disciplines necessitated by emerging scientific
developments and labor market requirements.

2. Preparing qualified graduates who possess scientificknowledge, technical skills,
analytical and creative thinking abilities, and problem-solving capabilities, enabling
them to compete and excel in the local, regional, and international job markets.

3. Keeping pace with the rapid developmentsin the fields of information
technology and digital transformation, and employingthem in advancing the
educational and research processes to enhance the quality of academic outcomes.
4. Promotingapplied scientificresearch and innovation, and encouraging
collaboration and integration with industrial, medical, and governmental sectors,
to contribute to devisinginnovative technological solutions to national challenges
and supportingthe pathways of sustainable development.

5. Building effective partnerships with academic, governmental, industrial, medical,
and private sectorinstitutions, to enhance the exchange of expertise and
knowledge, and to support the digital economy and community development.

6. Providing an academic and research environment that stimulates lifelong
learning, creativity, teamwork, commitment to professional ethics, and opennessto
the local and international community.
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3. Program Objectives

First: Education and Learning

Continuously developing and updating curricula and academic programs in line with
the rapid scientific and technological advancements in the fields of computing and
information technology, and enhancing practical and applied teaching methods
through the utilization of modern specialized laboratories, applied and field projects,
thereby linking theoretical knowledge with real-world applications. The College also
seeks to produce graduates who possess high scientific and technical competence, as
well as professional and personal skills that qualify them to compete in the local,
regional, and international job markets.

In addition to the above, the College aims to establish new academic programs and
specializations that respond to labor market demands and future trends, particularly
in the fields of artificial intelligence, networks, and other promising disciplines, and
to contribute to promoting lifelong learning and developing students' skills to enable
them to keep pace with the rapid transformations in the job market and technology.

Second: Scientific Research and Innovation

The College seeks to support and encourage applied and innovative scientific
research, directing it toward addressing national challenges and issues, and investing
its outputs and outcomes in developing solutions and applications in industrial,
agricultural, medical, and technological fields, thereby contributing to achieving
sustainable development and serving society. It also works to form and develop
specialized research groups and teams in promising scientific and technical fields,
particularly artificial intelligence, cybersecurity and information security, intelligent
medical systems, data analytics, information systems, and other modern fields, in
addition to elevating the level of scientific publishing and encouraging faculty
members and researchers to produce and publish rigorous scientific research in peer-
reviewed journals and prestigious local and international conferences. The College
places special emphasis on fostering innovation, creativity, and technological
entrepreneurship, and on supporting innovative initiatives and projects by students
and faculty members, as well as expanding the scope of research collaboration and
partnerships with universities, research centers, and governmental, industrial, and
medical institutions, both locally and internationally, to enhance the exchange of
expertise and knowledge, elevate the level of scientific research and innovation, and
support the College's standing and its active contribution to scientific and
technological development and community service.

Third: Community Service and Institutional Partnership

The College seeks to strengthen and enhance cooperation and partnership with
educational, industrial, medical, and governmental institutions, exchange expertise
and knowledge, and build effective strategic partnerships in the fields of technology
and digital transformation, thereby reinforcing its academic and societal role and
enabling the utilization of its scientific and technical expertise in the service of
society. The College also works on providing consultancy and technical services,
organizing training courses and professional development programs, contributing to
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human capacity building, raising competence levels, and keeping pace with the
requirements of digital transformation, in addition to employing academic and
technical expertise to address societal challenges and contribute to achieving
sustainable development goals. The College is also concerned with raising
community awareness of the importance of cybersecurity, information security, and
artificial intelligence, and promoting the safe and responsible use of technology, as
well as fostering openness to the local and international community, expanding areas
of scientific and research cooperation, and building sustainable relationships and
partnerships with universities, centers, and research institutions within Iraq and
abroad, contributing to the exchange of knowledge and expertise, enhancing
innovation, and consolidating the College's position as an active partner in scientific,
technological, and societal development.

Fourth: Institutional Development and Quality Assurance

The College seeks to develop its technical infrastructure and elevate the level of its
laboratories and educational and research facilities in line with the requirements of
modern education, scientific research, and innovation, and to enhance its capacity to
keep pace with rapid developments in technical and academic fields. It also commits
to applying national and international quality and academic accreditation standards,
and strives to achieve academic accreditation in accordance with relevant
international standards, including ABET standards, to ensure the elevation of the
quality of academic programs and their outcomes. With a view to enhancing
institutional performance efficiency, the College works on developing the capacities
of its teaching, administrative, and technical staff through continuous training and
professional development programs, alongside developing administrative and
academic systems and transitioning toward digital management to enhance efficiency
and transparency and improve the quality of services provided. The College is also
committed to preparing and implementing sustainable strategic plans to develop its
academic, research, and administrative systems, expand its programs, and establish
new departments and specializations that align with scientific and technological
developments and future labor market needs, in addition to embedding a culture of
quality and continuous improvement across all academic, administrative, and
research operations, thereby ensuring institutional excellence, enhancing the
College's competitiveness, and consolidating its academic standing locally,
regionally, and internationally.
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Curriculum for the first Year, First Semester.

Module 1
MODULE DESCRIPTION FORM

Module Information
@»\Jﬂ\ 3alall k—iLA}l’.A

Module Title Computer Programming]| Module Delivery
Module Type | Core XTheory
Module Code | CyB 101 ClLecture

ECTS Credits | / XLab

XTutorial
SWL (hr/sem) | 175 DlPractical
[OSeminar
Module Level u Semester of Delivery 1
Administering Department CyB College CSIS
Module Leader Dr. Haider e-mail
Assist Proff PHD
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval
rentint : pprov Version Number 1.0
Date
Relation with other Modules
AV Dl 5l ) sall ae 48Nl
Prerequisite module None Semester




Co-requisites module

CyB107 Computer Programming I Semester | 2/Level 1

Module Aims, Learning Outcomes and Indicative Contents

L0L5 Y1 il ginall g alail) il g Al Hal) salall Calaa

Module Objectives

Aol all saldl Calaal

=

Gaining knowledge of programming languages offers valuable insights into

various other domains and disciplines..

Acquiring proficiency in the effective and responsible utilization and .2
administration of programming languages is crucial for managers and other
professionals in today's interconnected global information-driven society.

Learn that people must understand the components of programming .3
langauge and how all of these components work together to bring value to
an organization.

We need to direct our attention to the role that programming languages play .4
in today's interconnected global information society.

The competitiveness of many companies relies significantly on the efficient .5
utilization of information systems. Consequently, we need to consider the
potential benefits and drawbacks that integrating information systems can
bring to both businesses and society.

what is a programming languge ? A languge is a group of interrelated .6
statement working together toward a common goal by accepting inputs and
producing outputs in an organized transformation process

why learing algorithm?
why learing Flow chart? .8

Why learn about Basic input/output?

Why learn about loop type? .10
- for..loop
- while..loop
Why Learn about functions? .11
- Defining a Function, Calling a Function, Function Arguments(Call by value,

Call by Reference)

Module Learning
Outcomes

Provide the student with the essential skills required to excel in the -1
Python programming language. Python power users possess a
comprehensive grasp of the language and can discern the most
appropriate tools or functions for specific situations.

Acquire crucial skills for working with both basic 'if' statements and -2
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A5l Bkl alail) s e nested 'if' statements.
Gain essential skills for handling 'for' statements and nested 'for' -3
statements, which are types of loops.

Acquire proficiency in writing and utilizing the essential functions. -4

Indicative content includes the following.

Principles of Python Language -

How can use Python program , entering of variable types , basic input/output
statement, and type of operators.
IFTYPE -
If statement,nested if statement.

Indicative Contents LOOP TYPES -

QL3 Y S gisal) For loop,nested for loop ,while,do while .

Function -
Defining a Function, Calling a Function, Function Arguments(Call by value, Call by

Reference)

Learning and Teaching Strategies

adall y ol Ciliasi jind

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and
expanding their critical thinking skills. This will be achieved through classes and the

Strategies lab, interactive tutorials, and by considering types of simple experiments involving
some sampling activities that are interesting to the students.
Student Workload (SWL)
Structured SWL (h/sem) Structured SWL (h/w)
79 5
Gl & U plasiall a3 Jaal L paad llall il sl yall Jaal




Unstructured SWL (h/sem) Unstructured SWL (h/w)
96 6.4
Suaill JDa Gl pliiall e oasd yall Jaal L saad Ll Jiiiall e ud 53 Jaall
Total SWL (h/sem)
175

Juadll & llall IS sl yall Jaal)

Module Evaluation

Al Hall Balall as
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
EOTa e Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) | Continuous All
Report 1 10% (10) 13 LO #5, #8 and #10
Bt Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment | 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Lﬁ)léﬂ\ (= sy G\.@.Ld\
Material Covered
Week 1 | Introduction to Computer Programming language
Week 2 | Algorithm Design
Week 3 | Flowcharts
Week 4 | COMMENTS
Week 5 | DATA TYPES




Week 6 | VARIABLE TYPES
Week 7 | CONSTANTS/LITERALS
Week 8 | BASIC INPUT/OUTPUT
Week 9 | OPERATORS
Week 10 | DECISION-MAKING STATEMENTS
Week 11 | LOOP TYPES (for ..loop)
Week 12 | LOOP TYPES(while..loop)
Week 13 | LOOP TYPES(Do..while loop)
Week 14 | FUNCTIONS
Week 15 | FUNCTIONS(void)
Week 16 | Exam
Delivery Plan (Weekly Lab. Syllabus)
D8Rl e g el
Material Covered
Week 1 | Lab 1: learing how can use program Python
Week 2 | Lab 2: execute many examples of statements BASIC INPUT/OUTPUT
Week 3 | Lab 3: execute many examples of VARIABLE TYPES
Week 4 | Lab 4: execute many examples of if statement
Week 5 | Lab 5: execute many examples of nested if statement
Week 6 | Lab 6: execute many examples of switch statement
Week 7 | Lab 7: execute many examples of for..loop statement
Week 8 | Lab 8 execute many examples of for..loop statement
Week 9 | Lab9: execute many examples of nested for..loop statement




Week 10 | Lab 10: execute many examples of nested for..loop statement
Week 11 | Lab 11: execute many examples of While..loop statement
Week 12 | Lab 12: execute many examples of Do..While..loop statement
Week 13 | Lab 13:execute many examples of functions
Week 14 | Lab 14: execute many examples of functions(void)
Week 15 | Lab15: execute many examples of functions(void)
Learning and Teaching Resources
U“.'!Jﬂ\} (’Lﬂ\ ‘)JLAAA
Text Available in the Library?
Required Texts | Python Programming by Adam Steward - 2022 No
Recommended Python Programming : An Introduction to Computer Science \
o
Texts : Second Edition 2009
Websites | https://www.guru99.com/python-tutorials.html
Grading Scheme
Group Grade sl Marks % Definition
A — Excellent Ol | 90-100 | Outstanding Performance
B - Very Good laa ua [ 80-89 | Above average with some errors
Success Group
C - Good as [ 70-79 | Sound work with notable errors
(50 - 100)
D - Satisfactory bugsia | 60-69 Fair but with major shortcomings
E — Sufficient Jssa | 50-59 | Work meets minimum criteria
Fail Group FX - Fail (Aadleall 28) sl 5 | (45-49) | More work required but credit awarded
(0-49) F - Fail Q) (0-44) Considerable amount of work required



https://www.guru99.com/python-tutorials.html

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the

automatic rounding outlined above.

Module 2

MODULE DESCRIPTION FORM

duwolyl Boladl Cano g Zd god

Module Information
:\:\M‘JJM saldll U"_\LA}SM

Module Title Discrete Structures Module Delivery
Module Type Core X Theory
Lecture
Module Code Cy5102 O Lab
ECTS Credits 5 [ Tutorial
[ Practical
SWL (hr/sem) 125 L1 Seminar
Module Level UGx11 1 Semester of Delivery 1
. College of Computer Science and
Administering Department CyS College .
Information Technology
Module Leader e-mail

Module Leader’s Acad. Title

Module Leader’s Qualification

Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail

Scientific Committee Approval ]
01/10/2023 Version Number 1.0

Date

Relation with other Modules




6 AY) gl 5l 3 sall e 48Dl

Prerequisite module

None Semester

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

AL5 Y1 Gl sinall g el il 5 Al Hall salall Calaal

Module Objectives

bl salal) Calaa

This course aims at teaching students how to think mathematically. Students will

learn a set of mathematical facts and techniques as well as some major discrete

structures that related with computers. They will also learn how to use these facts,

techniques and discrete structures to design computer-based solutions for real life

problems.

1.

Developing the acquisition of some acquired skills from inflammation
a. Everyday life.

2. Developing mathematical skills (skills that help form mathematical
Module Learning sense) skills Estimation, mental calculation, judging the reasonableness
Outcomes of the results, etc.).
3. Acquiring various methods of conducting operations.
4. Develop the ability to seriously classify and collect numerous data,
A )l 3ol el il j3e tabulate and read them representation and interpretation.

5. Students should understand relations, equivalence relations, and
partial orders.

6. Students should develop problem-solving skills related to the design
and analysis of algorithms.

Understanding of Fundamental Concepts:

o Demonstrating a solid understanding of foundational concepts in
discrete mathematics, such as set theory, propositional and first-order
logic, and mathematical proof techniques.

Combinatorial Problem Solving:
indicative Contents o Solving combinatorial problems by applying techniques like
permutations, combinations, binomial coefficients, and counting
Al Y @l sial) principles.

o Analyzing and solving problems using the Pigeonhole Principle and the

principle of Inclusion-Exclusion.
Mastery of Graph Theory:
o Demonstrating proficiency in graph theory, including the ability to

define and work with graphs, trees, paths, cycles, connectivity, and
various graph algorithms.
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10.

11.

Solving real-world problems using graph theory, like network design,
shortest path algorithms, and matching problems.

Application to Computer Science:

Applying discrete structures concepts to computer science, such as
understanding finite state machines, formal languages, regular
expressions, and context-free grammars.

Designing and analyzing algorithms based on discrete mathematics
principles.

Relations and Functions:

Understanding relations, equivalence relations, and partial orders, and
being able to apply them to solve problems.

Working with functions, including injective, surjective, and bijective
functions, and understanding their properties.

Proof and Mathematical Rigor:

Demonstrating the ability to construct clear and rigorous mathematical
proofs using techniques like mathematical induction, proof by
contradiction, and direct proof.

Algorithm Analysis:

Analyzing the time and space complexity of algorithms.
Understanding the basics of computational complexity theory, such as
classifying problems into P, NP, and NP-complete.

Problem-Solving Skills:

Developing problem-solving skills by applying discrete mathematics
concepts to a wide range of practical and theoretical problems.
Formulating and solving mathematical and algorithmic problems.
Application to Diverse Fields:

Recognizing how discrete structures are applied in various fields, such
as computer science, cryptography, network design, and operations
research.

Mathematical Modeling:

Using discrete structures to model and analyze real-world scenarios,
including optimization problems, scheduling, and decision-making.
Critical Thinking and Abstraction:

Developing critical thinking skills and the ability to abstract complex
problems into simpler, discrete structures for analysis.

These indicative outcomes reflect the knowledge and skills that
students typically gain from a course in discrete structures. Depending
on the course's depth and specific focus, these outcomes may be
adjusted or expanded to suit the learning objectives of the program or
institution.




Learning and Teaching Strategies

Joail J32 Ul alziiall a3l Jaal

ﬁﬂ,_“d\} (;Ld]\ Glaad) yil
The main strategy that will be adopted in delivering this module is to encourage
Strategi students’ participation in the exercises, while at the same time refining and
rategies
g expanding their critical thinking skills. This will be achieved through classes,
interactive tutorials and by solving exercises.
Student Workload (SWL)
LC)M\ \OJQWQ}M@&‘JJ\ Jaall
Structured SWL (h/sem) Structured SWL (h/w)
64 4.2

e sal Callall altiall sl ) Jaal)

Jomil 33l abiial) e a3l Jaal)

Unstructured SWL (h/sem)

Unstructured SWL (h/w)
61 4

Lo sal Cllall alitiall e o Hall Jaal)

Juadll J3A Qllall SN ol jall Jeadl

Total SWL (h/sem)

125

Module Evaluation

lgu\)..ﬂ\ Balall ?4..33.1
Time/Number Weight (Marks) | Week Due | Relevant Learning Outcome
Formative Quizzes 2 20% (10) 5and 10 LO #1, #2 and #4
assessment [ Aqsignments 2 20% (10) 2 and 12 LO #1, #3
Midterm 2h 10% (10) 7 LO #1 - #5
. r‘ -
Summative Exam °
assessment
Final Exam 3hr 50% (50) 16 All
Total assessment | 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
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Bl e szl

Material Covered

e Sets

e Subsets
Week 1 .
e Operations on sets

e Computer Representation of Sets

Cartesian product e

Week 2 Sequences o

Properties of Integers e

Matrices
Propositional and Logical Operations
Conditional Statements

Week 3

e Conditional Statements
Week 4 e Mathematical Induction
e Product sets and Partitions

e Methods of Proving Theorems
Week 5

Recursive
Relations

Properties of Relations
Operations Relations
Computer Representation of Relations

Week 6

¢ Properties of Relations
e Equivalence Relations
Week 7 . . .
e Computer Representation of Relations and Digraphs

e Operations and Relations

e Functions
¢ Functions for Computer Science
Week 8 e Domain and codomain of the function

11




Week 9

e Range of the function
e Graph of function
¢ Functions types

Week 10

e Permutation Functions
e Graph
e The types of graphs

Week 11

e Some Special Simple Graphs
e Representing Graphs
¢ [somorphism and Isomorphic of graphs

Week 12

e Common graphs
e Some important concepts

Week 13

¢ Kinds of graphs
e More graphs

Week 14

e Trees
Labeled Trees

Week 15

Tree Searching
Undirected Trees

Week 16

Tree Traversal
Traversal Algorithms
Infix, Prefix, and Postfix Notation

Learning and Teaching Resources

ngjﬂ\j ?Lul\ J.JLAA

Text

Available in the Library?

Kolman, Busby, and Ross (2008). Discrete

Required Texts . . Yes
Mathematical Structures, 6th ed. Prentice Hall.
Recommended Kenneth Rosen (2012). Discrete Mathematics and Its N
o
Texts Applications, 7th ed. Mc-Graw Hill.
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Websites

Grading Scheme
Group Grade ol [ Marks % Definition
A - Excellent Dl 90 - 100 | Outstanding Performance
B - Very Good [AEGRTEN 80— 89 | Above average with some errors
Success Group
C - Good REEN 70—-79 | Sound work with notable errors
(50 - 100)
D - Satisfactory L i 60— 69 | Fair but with major shortcomings
E - Sufficient e 50 -59 | Work meets minimum criteria
Fail Group FX - Fail (Aadleall 28) (45-49) | More work required but credit awarded
(0-49) F - Fail Cul (0-44) | Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Module 3

MODULE DESCRIPTION FORM

Module Information
) 5l 3Ll e glae

Module Title

Computer Organization

Module Delivery
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Module Type Basic Theory
[ Lecture
Module Cod CyS103
odule Code Yy Lab
ECTS Credits 5 Tutorial
1 Practical
SWL (hr/sem) 125 O Seminar
Module Level 1 Semester of Delivery 1
s College of Computer Science and
Administering Department CyS College Information Technology
Module Leader e-mail
Assist Proff PHD

Module Leader’s Acad. Title

Module Leader’s Qualification

Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval 1/10/2023 Version Number 1.0

Date

Relation with other Modules

6 A gl 2 sl g A8l

Prerequisite module

None

Semester

Co-requisites module

Semester

Module Aims, Learning Outcomes and Indicative Contents
Aol Yl gl g el s g gl 2l Sakal) il
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1. Understand Computer Organization: Explain the significance of computer
organization in the context of computing systems and recognize its historical
development.

2. Central Processing Unit (CPU): Identify the key components of a CPU,
describe the CPU instruction execution cycle, and utilize Python for
simulating CPU behavior.

3. Memory Systems: Analyze memory hierarchy, comprehend memory
organization and addressing modes, and create simulations of memory

.. systems using Python.
Module Objectives

) 3Ll Gilaad 4. Assembly Language Programming: Familiarize themselves with assembly

language, particularly MIPS assembly, and develop proficiency in writing,
debugging, and simulating assembly programs using Python.

5. Input/Output (I/0) and Peripherals: Examine |/O organization, device
controllers, and communication mechanisms, and simulate 1/0 operations
using Python.

6. Computer Arithmetic: Understand binary and floating-point arithmetic,
explore arithmetic operations in the Arithmetic and Logic Unit (ALU), and
implement basic arithmetic operations using Python.

7. Software-Hardware Interface: Analyze the interface between software and
hardware, interpret software instructions' execution on hardware, and
conduct Python-based simulations of hardware interactions.

1. Explain the historical development and significance of computer organization.

2. Describe the components of a CPU, including the ALU, control unit, and registers,
and understand the CPU's instruction execution cycle.

3. Create Python simulations to model CPU behavior.

Module Learning 4. Define the memory hierarchy, address modes, and organization, and develop

Python-based memory system simulations.

Outcomes _ . e .

5. Write, debug, and simulate assembly language programs, specifically in MIPS

i assembly, using Python.

Al s ?Lﬂ‘ s 6.Simulate 1/O operations and understand 1/O organization and device
communication mechanisms.

7.Perform binary and floating-point arithmetic, implement basic arithmetic
operations in Python, and comprehend the role of the ALU.

8. Develop Python simulations to illustrate software-hardware interactions.

Indicative content includes the following.

Indicative Contents

i - Principles of about low level Programming
LY Al disd)

How can Python program be used simulate low level programming.

- How Hardware interacts with software during operation

15




- The diffrencess between Processes

- How programming designers improve the performance.

Learning and Teaching Strategies

il 2 i i

Strategies

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking skills. This will be achieved through classes and the lab, interactive
tutorials, and by considering types of simple experiments involving some sampling
activities that are interesting to the students.

Student Workload (SWL)

Structured SWL (h/sem) 64 Structured SWL (h/w) 4
ol Pla Aall w2l Jand) e gl QUL il gl ol s '
Unstructured SWL (h/sem) 61 Unstructured SWL (h/w) 4
Gl P8 QU il 2 gl pal Janl) b gl QLA Gl e gl 1 Jaal

Total SWL (h/sem)

Guadll A Al Lf‘S]l ‘;M‘)JJ‘ aall 125
Module Evaluation
Tl )
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative Assignments 2 10% (10) 2 and 12 LO #2-#8
assessment Lab 1 10% (10) Continuous | All

Report 1 10% (10) 13 LO #1, #2, #3
Summative Midterm Exam 2hr 10% (10) 7 LO #1-#7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
kil o gl il
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Material Covered

Week 1 Introduction to Computer Organization

Historical development of computer architecture and the role of computer organization in
Week 2

computing systems.

Components of the CPU: ALU, control unit, registers, CPU operation and the instruction execution
Week 3

cycle.
Week 4 Introduction to Python and its role in simulating CPU behavior.

Memory hierarchy: primary (RAM, ROM), cache, secondary storage, memory organization and
Week 5

addressing modes.
Week 6 Simulating memory systems using Python.

Introduction to assembly language. MIPS assembly language: syntax, instructions, addressing
Week 7

modes.
Week 8 Writing and debugging simple assembly programs using Python.

Input/Output (1/0) and Peripherals: I/O organization and interfacing. Device controllers and
Week 9

communication.
Week 10 | Simulating I/O operations using Python.
Week 11 | Computer Arithmetic
Week 12 | Computer Arithmetic Cont.
Week 13 | Software-Hardware Interface
Week 14 | Python-based simulations of hardware interactions.
Week 15 Review and Final Exam
Week 16 | Exam

Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Lab 1: Introduction to Assembly Language: Writing and executing simple assembly programs.
Week 1

Understanding the syntax and structure of assembly language.

Lab 2: Memory Systems and Addressing: Exploring memory hierarchy through simulations.
Week 2

Practicing memory addressing modes and calculations.
Week 3 Lab 3: CPU Operation and Registers: Simulating CPU operation and instruction execution.

Working with CPU registers and flags.
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Lab 4: Assembly Language Programming: Writing more complex assembly programs to solve

Week 4 | specific tasks.

Debugging assembly code using tools and simulators.

Lab 5: 1/0 Operations: Simulating input and output operations using Python.
WeelS Interfacing with devices and device controllers.

Lab 6: Computer Arithmetic: Implementing basic arithmetic operations in assembly
Week 6 language.

Simulating fixed-point and floating-point arithmetic.

Lab 7: pelining and Parallel Processing: Understanding pipelining concepts through practical
Week 7 examples.

Exploring parallel programming using multicore processors.

Lab 8 Memory Management and Virtual Memory: Simulating memory allocation and
Week 8 deallocation.

Exploring virtual memory concepts and page replacement algorithms.

Lab9: Hardware Simulations: Creating hardware simulations in Python.
Weelk3 Simulating CPU behavior, memory systems, and |/O operations.

Lab 10: Assembly Language Projects: Undertaking more extensive assembly language
Week 10 | projects.

Developing practical solutions to real-world problems.

Lab 11: Benchmarking and Performance Analysis: Measuring and analyzing the performance
Week 11 | of different architectures.

Comparing the efficiency of assembly code vs. high-level languages.
Week 12 Lab 12: Operating System Interaction:
Week 13 Lab 13: Interacting with the operating system through assembly language.
Week 14 | Lab 14: Understanding system calls and their impact on hardware.
Week 15 Lab15: Final Project

Learning and Teaching Resources
&.}“ﬂ)ﬂj ?.Lﬂ\ )JLM

Text Available in the Library?
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Computer Organization and Design" by David A. Patterson
Required Texts No
and John L. Hennessy”.
Recommended Computer Systems: A Programmer's Perspective" by \
o
Texts Randal E. Bryant and David R. O'Hallaron”
Websites
Grading Scheme
Group Grade » Marks % | Definition
A — Excellent el 90 - 100 Outstanding Performance
s G B - Very Good I 80-89 Above average with some errors
(:(;:c-elsgo)roup C-Good L 70-79 Sound work with notable errors
D - Satisfactory b gie 60 - 69 Fair but with major shortcomings
E — Sufficient Jse 50-59 Work meets minimum criteria
Fail Group FX - Fail (allad) 28) ) | (45-49) More work required but credit awarded
(0-49) F - Fail il (0-44) Considerable amount of work required
Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 4

MODULE DESCRIPTION FORM
@u\‘)ﬂ\ IR A| L_.Q..\A) CJJA.I

Module Information
4:\.»:\_)3” 3aldl) QLAJLLA

Module Title Data Security Principles Module Delivery
Module Type | Core XTheory

Module Code | CyS104 ClLecture

ECTS Credits | 5 Xab
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XTutorial

SWL (hr/sem) | 125 CPractical
[Seminar
Module Level U( Semester of Delivery 1
L. . College of Computer Sceince and
Administering Department CyS College .
Information Technology
Module Leader e-mail
Assist Proff PHD
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval
i 1/10/2023 Version Number 1.0
Date
Relation with other Modules
AN L) ) 3 sall ae 28D
Prerequisite module None Semester
Co-requisites module Semester
Module Aims, Learning Outcomes and Indicative Contents
400L5 Y il sinall g alail) il g Al Hall sakall Calaad
12. Understand the core principles of data security, including confidentiality,
Module Objectives integrity, and availability.
) 13. Recognize common security threats and vulnerabilities in digital
A B R environments.
14. Apply best practices for protecting personal data, devices, and online
activities.
15. Identify social engineering tactics and scams and employ strategies to avoid
them.
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16. Gain practical skills for securing passwords, email communication, and social
media accounts.

17. Learn about malware and antivirus tools, and how to protect against them.

18. Understand the importance of privacy and compliance with data protection
regulations.

19. Develop critical thinking skills to assess and respond to data security
incidents.

Module Learning
Outcomes

ol Hal) Balall aladl) a3

1. Understand core data security principles: confidentiality, integrity, and

availability.
2. ldentify common security threats and vulnerabilities.
3. Explain encryption and access control mechanisms.
4. Recognize and respond to social engineering tactics.
5. Comprehend privacy regulations and compliance requirements.
6. Apply practical skills in password management and device security.
7. Evaluate real-world security scenarios and propose solutions.

8. Develop ethical and security-conscious decision-making skills.

Indicative Contents

a3,y iy siaall

Indicative content includes the following.

- Intro to Data Security

- Encryption & Access Control

- Network Security Privacy & Compliance
- Social Engineering & Response

- Recognizing social engineering.

- Responding to threats.

- Secure Practices & Review

Learning and Teaching Strategies

sl 5 alaill sl yial

21




Strategies

The course employs various strategies, including lectures, discussions, hands-on
activities, group projects, assessments, online resources, and guest speakers, to
engage students and develop their understanding of data security principles. These
strategies aim to create an interactive and comprehensive learning environment.

Student Workload (SWL)

le saul V0 G sne lllall ) al) sl

Structured SWL (h/sem) Structured SWL (h/w)

daadl) Ia Qlall Akl ol all Jaal) o Lo saul calldall alsiiall ol 5all Jaall .2
Unstructured SWL (h/sem) Unstructured SWL (h/w)

dhadl) A Qlall alindl e ol Hall Jaall ot Lo saul calldall aliiiall ye ol jall Jaall )

Total SWL (h/sem)

Juadl) I8 llall ISl yal) Jaal)

125

Module Evaluation

3\,3“\‘)&3\ 3aldl) e.\,gsﬁ
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 | LO #1, #3,45, #7
e Assignments 2 10% (10) 2 and 12 | LO #2, #3, #6
assessment Lab 1 10% (10) Continuous | All
Report 1 10% (10) 13 | LO #1, #2,#5, #7
Midterm Exam 2hr 10% (10) 7 | LO#1-#7
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Summative
Final Exam 3hr 50% (50) 16 | All
assessment
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
@bl e ) Zleiall
Material Covered
Week 1 | Introduction to Data Security : Understanding data security.
Week 2 | The importance of data security. Common security threats.
Week 3 | Protecting Your Data: Passwords and creating strong ones.
Week 4 | Securing your devices. Safe internet usage.
Week 5 | Email and Social Media Safety: Recognizing phishing emails.
Protecting social media accounts.
Week 6
Safe information sharing.
Week 7 | Online Shopping and Banking: Secure online shopping practices.
Protecting financial information.
Week 8
Safeguarding personal data..
Week 9 | Privacy and Personal Information: Identifying personal information.
Privacy settings and online profiles.
Week 10
Risks of oversharing.
Week 11 | Malware and Viruses: Understanding malware.
Week 12 | Recognizing and avoiding malware.
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Introduction to antivirus software.

Week 13 | Social Engineering and Scams: What is social engineering?
Common scams and how to avoid them.
Week 14
Reporting suspicious activities.
Week 15 | Review and Final Assessment
Week 16 | Exam
Delivery Plan (Weekly Lab. Syllabus)
D8Rl e gl gl
Material Covered
Lab 1: Orientation and Introduction to Encryption: Lab orientation, safety guidelines, and
expectations.
Week 1
Introduction to encryption concepts.
Lab tool: VeraCrypt - Setting up encrypted containers.
Lab 2: Encryption Practices: Practical encryption exercises using VeraCrypt.
Week 2
Secure file storage and retrieval.
Lab 3: Access Control Configuration: Introduction to access control.
Week 3
Lab tool: Windows Security Policies - Configuring access control lists (ACLs).
Lab 4: User Authentication:
Week 4 | Implementing user authentication and access policies.
Testing and validating access control measures.
Lab 5 Threat Recognition and Response:
Week 5

Understanding network traffic analysis.
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Lab tool: Wireshark - Analyzing network traffic for security threats.

Lab 6: Simulated Incident Response:

Week 6 | Hands-on exercises in simulated incident response.
Developing incident response plans. Simulating fixed-point and floating-point arithmetic.
Lab 7: Security Tool Utilization (Part 1):
Week 7 | Lab tool: Wireshark - Advanced network traffic analysis.
Identifying security incidents.
Lab 8: Security Tool Utilization (Part 2):
Week 8 | Lab tool: Snort - Configuring and using intrusion detection.
Responding to detected intrusions.
Lab9: Risk Assessment and Mitigation (Part 1):
Week 9 | Introduction to vulnerability assessments.
Lab tool: Nessus - Scanning for vulnerabilities.
Lab 10: Risk Assessment and Mitigation (Part 2):
Week 10 | Analyzing vulnerability scan results.
Proposing security measures based on findings.
Lab 11: Secure Communication:
Week 11 | Introduction to secure communication.
Lab tool: GnuPG (GPG) - Configuring email encryption using GPG.
Lab 12: Secure File Transfer:
Week 12 | Secure file transfer using GPG.

Ensuring confidentiality and integrity.

25




Lab 13: Final Project (Part 1):

Week 13 | Introduction to the final project.

Project selection and planning.

Lab 14: Final Project (Part 2):

Week 14 | Project work and implementation.

Troubleshooting and finalizing project outcomes.

Week 15 | Lab15: Project Presentations and Course Conclusion

Learning and Teaching Resources

U“‘:’Jﬂ\} el:_ﬁ\ )JL.AA

Text Available in the Library?
. Principles of Information Security" by Michael E. Whitman
Required Texts No
and Herbert J. Mattord
Recommended "Computer Security: Principles and Practice" by William \
o
Texts Stallings and Lawrie Brown
Websites https://owasp.org
Grading Scheme
Group Grade sl Marks % Definition
A — Excellent bl 90 -100 Outstanding Performance
Success Group
B - Very Good [RENRTEN 80 -89 Above average with some errors
(50 - 100)
C - Good pre 70-79 Sound work with notable errors
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https://owasp.org/

D — Satisfactory | taw sie 60 - 69 Fair but with major shortcomings

E — Sufficient J s 50-59 Work meets minimum criteria
Fail Group FX - Fail [CENIEP{RUY:) QU (45-49) More work required but credit awarded
(0-49) F - Fail cl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Module 5

MODULE DESCRIPTION FORM

Al Hall Balal) Coua g 23 gad

Module Information
mb_ﬂ\ 3alal) L-!LA}X’.A

Module Title Calculus Module Delivery
Module Type | Core
Module Code | CvB 106 =Theory
Xl Lectures
ECTS Credits | 5
SWL (hr/sem) | 100
Module Level 1 Semester of Delivery 1
Administering Department Type Dept. Code College Type College Code
Module Leader e-mail
Module Leader’s Acad. Title Lecturer Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
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Scientific Committee Approval
Date

Version Number 1.0

Relation with other Modules

6 DAY Agusl 5l 3 sall e 28|

Prerequisite module

Calculus Semester

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

A5 yY) il sinall g alacil) il g Apud )l Bakall Calaad

Module Objectives

Al 50 30l Calal

-Cognitive Goals

1. Upon Successful completion of this subject, students should :

2. Be able to use algebra accurately;

3. Be able to plot and interpret graphs

4. Be able to use exponential, logarithm, and trigonometric functions in
applications;

5. Be able to calculate the sums of arithmetic and geometric series and use
them in simple financial calculations;

6. Be able to use basic rules of differentiation and calculate derivatives of
simple functions;

7. Be able to use matrix in solving linear system of equations;

-Skill goals

1. Enable the student to refer the mathematical problem to a program and find a
solution through the computer.

2. Student realization of the close relationship between mathematical problems and
computer programs
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Module Learning
Outcomes

Ao all alall aladl) s 3

Important: Write at least 6 Learning Outcomes, better to be equal to the
number of study weeks.

1. This subject is designed for students who enter university without a strong
background in mathematics

2. ltis also for students who are planning to enroll in subjects requiring basic
numeracy skills such as sciences, computing and information technology.

3. The subject reinforces calculation skills, basic algebra .
4. This subject is designed to work with formula.
5. Itis also to use applications of exponential and logarithmic functions.

6. Itis designed how applying matric to solve linear system of equations.

Indicative Contents

2l Y1 il il

Indicative content includes the following.

Part A —Sequences and series

Sequence is a function whose domain is the set of natural numbers. The terms
of the sequence are the function values. There will be studied two types of
sequences: arithmetic and geometric sequences with their partial sums. While
series means that the infinite sum of geometric sequence. [12 hrs]

Part B — Matrices

Matrices are simply a rectangular array of numbers with m rows and n columns .
There will be studied some: types of matrices, algebra of matrices. It is also studied
how to find inverse of matrix, how to use matrix and its inverse to solve linear system
of equations, how to find determinant of matrix and use it to solve linear system of
equations. [12 hrs]

Part C — Derivatives and integrals

Derivatives mean thatif f:x —» y IS a function, the derivative of a function f at a
point x, written f'(x,); is given by

£'(x) = lim Lﬁ("o) If this limit exists and finite. There will be studied the
X—Xq 0

x—

derivatives of usual functions, implicit derivatives, derivatives of trigonometric
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functions, derivatives of exponential and logarithm functions. Graphical of exponential
and logarithm functions. While integrals means that if f (x) function defined at some
interval, let F (x) be another function such that F'(x) = f(x), F(x) called an infinite
integral of f(x) and is written as the following form [ f(x)dx = F(x)) + C. [12 hrs].

Part D — Interest

Interest is the rental fee charged by a lender to a business or an individual for the use
of money . There will be studied simple and compound interests. Simple interest
means that the interest is calculated only once for the entire time period of the loan. At
the end of the time period, the borrower repays the principal plus the Interest . while
compound interest means that means that the interest is calculated more than once
during the time period of the loan. [9 hrs].

Learning and Teaching Strategies

aslail) g aladll Claasd) il

Strategies

1.Explain the topic in detail by the teacher by writing the topic and explaining it on
the board and other teaching aids

2. Discussion during the lecture period
3. Doing homework

4. See the websites of the subject

Student Workload (SWL)

Lo saul 10 1 gune callall ol 5all Jaall

Structured SWL (h/sem) Structured SWL (h/w)

64 4.2
Jeadll I8 ClUall alataal) ol 5l Jaal) Lo sl Ul alaiiall ) jall Qs
Unstructured SWL (h/sem) 61 Unstructured SWL (h/w) 4
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Jeadll V& LN Bl e ol 3 Jaal

Lo sad Ul alaiiall e sl Hall Jeall

Total SWL (h/sem)

Gl 318 lUall IS s yal) Jasl

125

Module Evaluation

:\73...»\‘)33\ 3alall e:usﬁ

Relevant Learning
Time/Number | Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
BT e Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #5, #8 and #10
B Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment [ rinal Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

bl o sl Zleiall

Material Covered

Week 1 Introduction — Sequences

Week 2 Arithmetic sequences and their partial sims
Week 3 Geometric sequences and their partial sums
Week 4 Series
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Week 5

Matrices and algebra of matrices

Week 6 Inverse of matrices

Week 7 Solving linear system of equations by using inverse of matrices
Week 8 Determinant and using it to solve linear system of equations
Week 9 Derivatives

Week 10 Derivatives of trigonometric, exponential, logarithm functions
Week 11 Integrals

Week 12 Integral of trigonometric, exponential, logarithm functions
Week 13 Interest and simple interest

Week 14 Compound interest

Week 15 Present and future values of an annuity

Week 16 Preparatory week before the final Exam

Learning and Teaching Resources

U“‘.‘.’Jﬂ\} (Jz_d\ J.JL;.aA

Text Available in the Library?
Required Texts Cheryl Cleaves, Margie Hobbs and Jeffry Noble Yes
Recomenaed James Stewart , Lothar Redlin and Saleem Watson
Texts Robert Brechner and George Bergeman ves
Websites
Grading Scheme
Gilaall alads
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Group Grade sl Marks % | Definition

A — Excellent Sl 90-100 Outstanding Performance

B - Very Good [RENRTEN 80 -89 Above average with some errors
Success Group

C - Good RYES 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory | daw sie 60 - 69 Fair but with major shortcomings

E — Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Anlladll 28) ol (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the

automatic rounding outlined above.

Module 6

MODULE DESCRIPTION FORM

Al Hall Balal) Coia g 73 g

Module Information
M\).ﬂ\ 3aldl) &:!LA}&’.A

Module Title English | Module Delivery
Module Type Support XTheory
Module Code UOB102 CLecture
ECTS Credits 2 [iab
CTutorial
SWL (hr/sem) >0 CPractical
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[OSeminar

Module Level 1 Semester of Delivery 2
Administering Department CyB College CSIT

Module Leader e-mail

Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor e-mail

Peer Reviewer Name e-mail

IS)cai::tific Committee Approval / /2023 Version Number 1.0

Relation with other Modules

G AY) Al 5l ) gall ae 483

Prerequisite module

CyB105 Semester

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

A3L5 Y1 Sl il g aledll gl 5 Al Hall salall Calaal

Module Objectives

Al 50 Balal) Calaa

1. Developing communication approaches.
2. Enhancing total physical response (TPR).

3. Establishing multi-outcome learning (English and science knowledge for
instance).

Module Learning
Outcomes

Aol Hall Balall aladll il jaa

1. Improved Communication Skills: Students should be able to communicate
more effectively in English, expressing themselves with greater fluency and
accuracy. They can participate in everyday conversations, express opinions,
and discuss various topics.

2. Expanded Vocabulary: Learners should have developed a broader range of
vocabulary, allowing them to understand and use a wider variety of words
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and expressions.

3. Grammar Proficiency: Students are expected to have a better grasp of
English grammar, allowing them to construct more complex sentences and
convey different tenses and aspects more accurately.

4. Reading Comprehension: Learners should be able to read and comprehend a
variety of texts, such as articles, short stories, and excerpts from novels, with
a reasonable level of understanding.

5.  Writing Skills: Students should be able to write coherent paragraphs and
short texts, such as emails, letters, and simple essays, demonstrating
improved sentence structure and organization.

6. Listening Skills: Learners should have developed better listening skills,
allowing them to understand and follow conversations, interviews, and
media in English with less difficulty.

7. Cultural Awareness: At this level, students may have been exposed to various
cultural aspects of English-speaking countries, leading to a better
understanding of cultural norms and customs.

8. Independent Learning: Students should be more confident and independent
in their language learning journey, taking initiatives to practice and learn
outside of the classroom.

9. Preparation for Advanced Levels: English Level Il usually serves as a
foundation for more advanced language courses. After completing this level,
students should be ready to progress to higher-level language studies.

Indicative Contents

Al Y il giaall

International student:

READING: Going abroad to study.

e Following instructions: filling in forms
e Reading methods: skim; scan; intensive reading; extensive reading

WRITING: A host family

e Checking your writing: error correction - punctuation and spelling
e Writing an informal email

Where in the world:

READING: Three countries
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e Skimming and scanning: reading for the general idea, and for particular
information

WRITING: My country

e Brain storming ideas: topic areas and examples;
e completing a paragraph

e Linking ideas (1): but, however, although

e Writing a description of my country

Newspaper articles:
READING: An unexpected journey

e Predicting content: using the title and the pictures
e Meaning from context: guessing the meaning of new words

WRITING My country

e Brainstorming ideas: topic areas and examples; completing a paragraph
e Linking ideas (1): but, however, although Writing a description of my
country

Modern technology:
READING Innovation
e Purpose and audience (1 an d 2): using visual and written clues
WRITING Mistaken identity

e Sentences/Paragraphs; helping your writing flow
e Varying the structure: making writing interesting Writing an article

Conferences and visits
READING: A conference in Istanbul
e Purpose and audience (1 an d 2): using visual and written clues
WRITING Invitations
e Using formal expressions: writing academic emails and letters
e  Writing a formal email
Science and our world:

READING: Air pollution
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e Making notes: organizing recording, and remembering important
e information
e Interpreting meaning; recognizing fact and speculation

WRITING Technology - good or bad?

e Organizing ideas (1): planning the arguments for and against
e Linking ideas (2): first, for instance, in conclusion ... Writing a discursive
essay

People: past and present

READING: Three famous writers

e Using original sources: dealing with difficult language and
e unknown vocabulary

WRITING: Trends

e Paraphrasing and summarizing: using other sources
e Writing a summary

The world of IT:

READING: Computers

e Rephrasing and explaining; dealing with difficult scientific and
e technological words

e Avoiding repetition (2): pronouns and what they refer to

WRITING: IT - benefits and drawbacks

e Linking ideas (3): cause and result Coherent writing; writing up notes
e Writing from notes

Inventions, discoveries, and processes:

READING: How things work

e Intensive reading: strategies for focusing your reading
e Linking ideas (4); sequencing words to describe a process

WRITING How things are made

e The passive voice; writing in neutral style
e Clarifying a sequence: describing a process
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Writing a description of a process

Travel and tourism:

READING: International tourism

Interpreting data: statistical information in graphs, charts, and texts

VOCABULARY DEVELOPMENT Varying vocabulary (2)

A voiding repetition (3): describing graphs using synonyms, adjectives +
nouns, verbs + adverbs

Learning and Teaching Strategies

sl g alail] Cilagi) il

Strategies

For Teachers:

1.

Interactive and Communicative Approach: Encourage students to engage in
meaningful conversations, discussions, and role-plays. This approach
emphasizes real-life communication and helps students practice using English
in different contexts.

Error Correction: Provide constructive feedback on students' errors without
discouraging them. Focus on correcting essential mistakes that hinder
communication while praising their efforts to build confidence.

Contextual Learning: Use authentic materials like articles, videos, and short
stories to introduce new vocabulary and grammar in relevant contexts. This
helps students understand language usage in real-life situations.

Task-Based Learning: Design activities and tasks that require students to use
English to complete meaningful projects or solve problems. This approach
fosters critical thinking and language application skills.

Grammar in Context: Teach grammar points within the context of authentic
texts or dialogues. This helps students see how grammar functions in real
communication rather than just learning rules in isolation.
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6. Encourage Reading: Assign reading materials suited to the students'
proficiency level. Reading improves vocabulary, comprehension, and exposes
students to different writing styles.

7. Listening Practice: Provide opportunities for listening exercises, such as
watching English-language videos, movies, or podcasts. This enhances
listening skills and exposes students to different accents and speech patterns.

8. Writing Practice: Assign writing tasks like essays, emails, or short stories.
Provide feedback on their writing to improve their skills gradually.

For Students:

1. Consistent Practice: Regularly practice reading, writing, listening, and
speaking in English. Consistency is crucial for improvement.

2. Use Language Apps and Online Resources: Utilize language learning apps
and online resources to reinforce learning, expand vocabulary, and improve
grammar.

3. Join Language Exchange Groups: Engage in language exchange programs or
groups where you can practice speaking English with native speakers or other
learners.

4. Set Goals: Establish clear language learning goals and track your progress.
Celebrate achievements and milestones.

5. Immerse Yourself: Surround yourself with English as much as possible. Watch
English movies, TV shows, and listen to English music or podcasts.

6. Keep a Language Journal: Write down new words, expressions, and grammar
rules you learn. Review and practice them regularly.

7. Practice with Different Media: Practice English through various mediums like
reading books, watching documentaries, listening to news, or participating in
online forums.

8. Be Patient and Persistent: Language learning takes time and effort. Stay
motivated and persistent even if you encounter challenges

Student Workload (SWL)

bw\\eJuwdww\Jﬂ\d@\
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Structured SWL (h/sem) Structured SWL (h/w)
daadl) J3A Ul alatiall ol all Jasl) 33 Lo saul Calldall aliaal) sl al) Jaall ’
Unstructured SWL (h/sem) Unstructured SWL (h/w)
Jaadl) A Ul alatiall pae ol Hal) Jaall * Lo saul llall alitiall e ol Hall Jasl) #8
Total SWL (h/sem)

75

Juadll J32 alllall IS il Jaal

Module Evaluation

@»\)ﬂ\ 3alal) e:us'i
Relevant Learning
Time/Number | Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10,
Formative
Assignments 2 10% (10) 2 and 12 LO #3, #4 and #6, #7
assessment
Report 1 20% (10) 13 LO #5, #8 and #10
ST e Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

@bl o g Zleidl)

Material Covered

Week 1

International student
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Week 2 Where in the world

Week 3 Newspaper articles

Week 4 Conferences and visits

Week 5 Science and our world

Week 6 Midterm exam

Week 7 People: past and present

Week 8 The world of IT

Week 9 Inventions, discoveries, and processes
Week 10 Travel and tourism

Week 11 Final exam

Learning and Teaching Resources

WJJﬂ\} ela:\l\ JJL».AA

Text

Available in the Library?

Required Texts

Sarah Philpot. Headway: Academic skills- reading, writing,
and study skills. LEVEL 2 Student’s Book. Oxford.

Yes

Recommended
Texts
Websites
Grading Scheme
Gilayall lalads
Group Grade sl Marks % Definition
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A - Excellent Dliial 90 - 100 Outstanding Performance

B - Very Good [SENRTEN 80 -89 Above average with some errors
Success Group

C - Good RYEN 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory | dausic 60 - 69 Fair but with major shortcomings

E - Sufficient Jsiia 50-59 Work meets minimum criteria
Fail Group FX - Fail [CENIEPA{RKY:) U (45-49) More work required but credit awarded
(0-49) F - Fail wl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Curriculum for the first Year, Second Semester.

Module 1

MODULE DESCRIPTION FORM

dawoly ) 8oledl Caso g 73945

Module Information
Ao Hall salal) il slaa

Module Title Computer Programmingl| Module Delivery

Module Type Core XTheory
[CLecture

Module Code Cy8107 KLab
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ECTS Credits U ElTutoqal
OPractical

SWL (hr/sem) 175 OSeminar

Module Level 1 Semester of Delivery 2

Administering Department

College of Computer Science and

CyS College
y & Information Technology

Module Leader

e-mail

Module Leader’s Acad. Title

Module Leader’s Qualification

Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval

Date PP 1/10/2023 Version Number | 1.0

Relation with other Modules

LAY Al all ol gall ae A8

Prerequisite module

CyS101 Computer Programming | Semester 1/Level 1

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

LY iy sinall g alall il g Al Hall salall Calaal

Module Objectives

Al Hal) salall Calaal

1. Learn of programming languages provides added insight into other fields.
2.Understanding the practical and responsible use and management of program
language is important for managers and other business knowledge workers in today's
global information Society.
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3. ensure the student understanded the components of programming language and
how all of these components work together to bring value to an organization.

4. turn students attention to the role that programming language plays in global
information Society.

6. in this course we will cover basic concepts and techniques for programming including
arrays and strings.

7. Why learn about loop types?
- For..loop.
- While..loop.
- Do while loop.
- Nested loop.
8. Why learn about series?
9. Why learn about Shape?
10.Why learn about strings?
11. Why Learn about functions?

- Defining a Function, Function Declarations, Calling a Function, Function
Arguments(Call by value, Call by Reference)

12. Why learn about Array?

- One and Two-dimensional array.

Module Learning
Outcomes

Al ol salell aladl) s yaa

1. Give the student the most important skills to become a Python power
users have a broad understanding of Python language and they know
which tool or function is best used in a given situation.

2. At the end of this course, students should be able to design, write and
test a Python program to implement a working solution to a given
problem.

3. Learn the most important skills to deal with loop types, functions,
strings.

4. Students should be able to solve more complex and multifaceted
problems using programming. This includes the ability to analyze
problems, break them down into smaller components, and design and
implement solutions.

5. Students should have a solid understanding of data structures (e.g.,
arrays, linked lists, trees, graphs) and algorithms (e.g., sorting, searching,
recursion) and be able to apply them to solve a variety of programming
challenges.

6. The students should be able to write clean, maintainable, and well-
documented code.
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Indicative Contents

agalia Y iy il

Indicative content includes the following:

by

Principles of electronic

How can use a Python program, entering of variable types, basic input/output
the statement, and type of operators.

Shapes
If statement, nested if statement, For loop, nested for loop, while, and do
while.

Series
If statement, nested if statement, For loop, nested for loop, while, and do while.

Function
Defining a Function, Calling a Function, Function Arguments(Call by value, Call

Reference)

- Strings

e Declaration, String function, Array of string

- Arrays

e One-dimensional array
e Two-dimensional array

Learning and Teaching Strategies

sl g abeil) il i

Strategies

The main strategy that will be adopted in delivering this module is to
encourage students’ participation in the exercises, while at the same
time refining and expanding their critical thinking skills.

Assess your students' prerequisite knowledge to ensure they have a
solid understanding of programming fundamentals, which they should
have acquired in a previous course.
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Provide in-depth lectures on advanced programming topics. Encourage
interactive discussions to explore the complexities of the subject matter.
Use examples and code snippets to illustrate key concepts.

Incorporate coding exercises and projects that challenge students to
apply advanced programming concepts, data structures, and algorithms.
Emphasize good software development practices, including code
documentation, version control systems (e.g., Git), unit testing, and
debugging techniques.

Assign both individual and group programming projects that require
students to design and implement complex software applications. These
projects should reflect real-world scenarios.

Student Workload (SWL)

Structured SWL (h/sem)

Jomdl) B U il d 5l Jas

Structured SWL (h/w)
79 5.2
Lo saul calldall alaiiall sl 5l Jaall

Unstructured SWL (h/sem) Unstructured SWL (h/w)
96 6.4
) A Qllall Jlatial) e ‘;A&\JJ]‘ Jaall Le gaud Calldall plaiiall jee ol jall Jasl)
Total SWL (h/sem)
175

Jaaadll I8 llall ISl 51 Sl

Module Evaluation

Sl ol as

) . Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
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Quizzes 2 10% (10) 5and 10 LO #1, #2 and #3
e Assignments 2 10% (10) 2and 12 LO #3, #4 and #6
assessment [ proiacts / Lab. 1 10% (10) Continuous | All

Report 1 10% (10) 13 LO #5, #6
Summative | Midterm Exam 2hr 10% (10) 7 LO #1 - #6
assessment | ginal Exam 3hr 50% (50) 16 Al
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

Lﬁ)u\ L;_c},w‘ﬁ\ G\.@_Ld\

Material Covered

Week 1 Introduction to Computer Programming Il
Week 2 Loop type (break with continue)

Week 3 Series in Python

Week 4 Use Function with Series in Python
Week 5 | Shape in Python

Week 6 Function with Shape in Python

Week 7 | String in Python

Week 8 | String function

Week 9 One dimension array

Week 10 | One dimension array with search
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Week 11

One dimension array with Sort

Week 12 | One dimension array with Function
Week 13 | Two-dimension array
Week 14 | Two-dimension array with Array sort and search
Week 15 | Two-dimension array with Function
Week 16 | Exam
Delivery Plan (Weekly Lab. Syllabus)
D8Rl e g el
Material Covered
Week 1 Lab 1: execute many examples of Loop type
Week 2 Lab 2: execute many examples of Loop type (break with continue)
Week 3 Lab 3: execute many examples of Use Series in Python
Week 4 Lab 4: execute many examples of Use Series in Python
Week 5 Lab 5: execute many examples of Use Function with Series in Python
Week 6 Lab 7: execute many examples of Shape in Python
Week 7 Lab 8 execute many examples of Function with Shape in Python
Week 8 Lab 6: execute many examples of String
Week 9 Lab9: execute many examples of One dimension array
Week 10 | Lab 10: execute many examples of One dimension array with a search
Week 11 | Lab 11: execute many examples of One dimension array with a sort
Week 12 | Lab 12: execute many examples of One dimension array with Function
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Week 13

Lab 13:execute many examples of two dimension

Week 14

Lab 14: execute many examples of Two dimension array with a sort and search

Week 15

Lab15: execute many examples of Two dimension array with Function

U'“.'?)ﬂ\} ?L_”\S\ JJLLA.A

Learning and Teaching Resources

Text Available in the Library?
Required Texts Python Programming by Adam Steward - 2022 No
Recommended Python Programming : An Introduction to Computer Science \
o)
Texts : Second Edition 2009
— https://mrcet.com/downloads/digital_notes/CSE/I1%20Year/PYTHON%20PROGRAMMING%
ebsites
20NOTES. pdf
Grading Scheme
Group Grade _paadl) Marks % Definition
A — Excellent Sl 90 - 100 Outstanding Performance
B - Very Good las 2 80 - 89 Above average with some errors
Success Group
C - Good B 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory Lo gia 60 - 69 Fair but with major shortcomings
E — Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX — Fail (Aalleall 28) al ) | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required
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Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic

rounding outlined above.

Module 2

MODULE DESCRIPTION FORM

M\Jﬂ\ SJM‘ LJ.;AJ CJJAJ

Module Information
:\:\M‘JJM saldll U"_\LA}SM

Module Title Logic Design Module Delivery
Module Type Core Theory
Lecture
Module Code CyB 108 Lab
ECTS Credits 4 L Tutorial
[ Practical
SWL (hr/sem) 105 [J Seminar
Module Level U Semester of Delivery 2
Administering Department CyB College CSIT
Module Leader e-mail
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval
PP / /2023 Version Number 1.0

Date

Relation with other Modules
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LAY Al all o) sall ae A8
Prerequisite module Semester
Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents

A5 Y1 il gincall g aledll il 5 Al Hall salall Calaal

Module Objectives

Al Al 3alal) Calaaf

This course contributes primarily to the students’ knowledge for working
professionally in these areas of logic design. Students should be able to apply
knowledge of science and engineering, as well as the techniques, skills, and modern
engineering tools to analyze, design and optimize logic circuits. In addition, this
course provides a modern introduction to logical design and the basic building blocks
used in digital systems, in particular digital computers. The students will be
introduced to introductory logic design, their principle of operation, analysis, and
design. In sum, they will learn how to use this knowledge more easily tailor the
degree of technology coverage, accommodating both electrical and computer
engineering and computer science audiences.

Module Learning
Outcomes

Al Hal) Balall alaill s jAa

At the completion of the course, students will be able to:
1. Using number systems and it applies to the material of logic systems.
2. Be familiar with truth tables and how to use them for analysis and design.
3. Using switching algebra and the implementation of switching functions using
the common gates AND, OR, NOT, NAND, NOR, Exclusive-OR, and Exclusive-
NOR.

4. Simplification combinational logic circuits by using Karnaugh map.

5. Analyze and design combinational larger logic circuits.

6. Analyze sequential logic circuits.

7. Ability to analyze and design a system, component, or process to meet
desired needs.

8. Ability to analyze, design and conduct experiments.

9. In addition to the measurable student learning outcomes listed above, the
students will be able to demonstrate their knowledge of the course material
by Analyze real problems through laboratory experiments.

10. The ability to apply their skills in a variety of practical sciences.
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Indicative Contents

s Y1 iy giaal)

1. Number systems
e Positional number system.
e Binary digits(bits).
e Convert from binary to decimal.
e Decimal to binary.
e Hexadecimal (hex).
e Octal numbering systems.

e Converting between the four numbering systems (decimal,

binary, Hex and octal).
e Fraction of number system.
e Signed and unsigned binary numbers.
e Two’s complement, binary addition.
e Subtraction.
e Binary coded decimal (BCD) codes.
e ASCIl code.

e Gray code.
2. Combinational Logic Circuits and switching algebra.

e Switching algebra.
e Properties of switching algebra.
e Development of a truth table.
e Manipulating algebraic functions.
e Sum of products (SOP).
e Product of sum (POS).
3. Switching algebra and logic gates.

¢ Implementation of switching functions using networks of AND

gates.
e OR gates.
e NOT gates.

e DeMorgan’s theorem.

e From truth table to algebraic expression.
e  Exclusive-OR gates

e Simplifying algebraic expressions.

e Consensus operator.

4. Karnaugh map.
e Two, three, and four-variable Karnaugh map.

e Minimum SOP expressions using the Karnaugh map.
e Finding a minimum product of sums (POS) expression.
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e Five and six-variable Karnaugh map.
e Economize by sharing gates.
5. Designing Combinational system.
e Design 1-bit and 2-bits full adder design 1-bit subtractor.
e Subtractor/ adder.
e Comparators.
e Binary decoders.
e Binary encoder.
e Multiplexe and Demultiplexe.
6. Analysis of sequential systems.
e D,SRT
J-K flip flops.
flip flop with clear and present inputs, timing for flip flop.

e Moore model circuit.

Mealy model analysis.

Learning and Teaching Strategies

adall g alail ciliag i

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises through class and laboratory experiments. The
objective of this module is to serve as a cornerstone for the learning of logic design,
digital system design, and computer design by students. At the same time, discussion
Strategies of combinational logic: logic gates, minimization techniques, arithmetic circuits, and
modern logic devices such as field programmable logic gates. This will be
accomplished through group discussions, classes, reports, feedback, assignments, and
interactive tutorials and by considering types of simple experiments, and exercises
that are interesting to the students.

tudent Workload (SWL)

bwi\ngwqubﬂ\M\

Structured SWL (h/sem) Structured SWL (h/w)
79 5
Jradll JOA llall alatiall ol ol Jasl) Lo sl allall skl ol 5all Jaall
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Unstructured SWL (h/sem) Unstructured SWL (h/w)

63 4.2
Juaill A Glldall alsiiall e sl 5l Jaal L saud Caltlall wlaiall ye ol 53 Jaall
Total SWL (h/sem)

125

Juadll J32 alllall IS a3l Jaal

Module Evaluation

:K:\.\.AUJM alall (»;.1,35.\
Relevant Learning
Time/Number | Weight (Marks) Week Due
Outcome
2,5, 8, and
Quizzes 4 10% (10) - LO#1-5
Formative Assignments 2 10% (10) 2 and 12 LO #1-6
assessment
Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #3-5
ST e Midterm Exam 2hr 10% (10) 7 LO #1 - #5
assessment [ oo Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

@bl o g Zleidl)

Material Covered

Week 1 Number Systems.
Week 2 Number Systems.
Week 3 Number Systems.
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Week 4

Number Systems.

Week 5 Combinational Logic Circuits and switching algebra.
Week 6 Combinational Logic Circuits and switching algebra.
Week 7 Switching algebra and logic gates.

Week 8 Switching algebra and logic gates.

Week 9 Switching algebra and logic gates.

Week 10 Mid-term Exam.

Week 11 Karnaugh map.

Week 12 Karnaugh map.

Week 13 Designing Combinational system.

Week 14 Designing Combinational system.

Week 15 Designing Combinational system.

Week 16 Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)
DRl e g Zleiall

Material Covered

Week 1 Introduction to Logic circuit design software and installation method.

Learning how to choose the appropriate software of in logic circuits design that are easy to use
Week 2 and have sustainability.

Learning how to use interfaces of logic circuits design program.

Introduction Logic Gates.
Week 3

AND Gate and Logic Diagram.

Examples with Exercises.
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Week 4

OR Gate and Logic Diagram.

Examples with Exercises.

Week 5

NOT Gate and Logic Diagram.

Examples with Exercises.

Week 6

NAND Gate and Logic Diagram.

Examples with Exercises.

Week 7

NOR Gate and Logic Diagram.

Examples with Exercises.

Week 8

XOR Gate and Logic Diagram.

Examples with Exercises.

Week 9

XNOR Gate and Logic Diagram.

Examples with Exercises.

Week 10

Logic circuits and solving problems.
Drawing the truth table from a given logic circuit.
Designing a logic circuit from a given problem and testing it by also drawing a truth table.

Examples with Exercises.

Week 11

Boolean Algebra.

Distributive Law.

Rules of Boolean Algebra.
Boolean Expression/Function.

Examples with Exercises.

Week 12

De Morgan's Theorems.
Examples: using Boolean Algebra techniques
Learn how to Work in groups.

Examples with Exercises.

Week 13

Standard Form of Boolean Expressions

All Boolean expressions, regardless of their form, can be converted into two standard forms:
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* The sum- of — products form.
* The product —of- sums form.

Examples with Exercises.

How to construct Full -Adder from two Half —Adders with Logic circuit

Week 14

Examples with Exercises.

Exercises in general.
Week 15

. Work in groups
Week 16

Preparatory week before the final Exam through test students.

Learning and Teaching Resources

ua:\‘)ﬂ\} (Ja;m ‘)JLAAA

Text Available in the Library?

Required Texts

1. Textbook 1: M. Morris Mano.,” Digital Design”,
Published by McGraw-Hill, 3rd edition (2004)

2. Morris Mano M, “Digital Logic and Computer
Design", Prentice Hall, New Delhi (2006).

3. Alan B. Marcovitz - Introduction to Logic Design, 3rd
Edition -McGraw-Hill (2009).

4. Charles H. Roth Jr., Larry L Kinney - Fundamentals of
Logic Design, 6th Edition-CL Engineering (2009).

Yes

Grading Scheme
Group Grade _eaal) Marks % Definition
A - Excellent bl 90-100 Outstanding Performance
Success Group
B - Very Good [SENRYEN 80 -89 Above average with some errors
(50 - 100)
C - Good A 70-79 Sound work with notable errors
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D - Satisfactory | daussic 60 - 69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail [CENIEP{RR:) RU ) (45-49) More work required but credit awarded
(0-49) F - Fail al (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Module 3
MODULE DESCRIPTION FORM

Al Hall Balall Coa g 23 gad

Module Information
2:\.».»‘).‘\5‘ 3Ll QLILA)SM

Coding and Information Theory

Module Title ) . Module Delivery
pa 5 laglaa 4 ks
Module Type Core Theory
NS Lecture
odule Code CyS109 Lab

ECTS Credits 6 L Tutorial

[ Practical
SWL (hr/sem) 150 [d Seminar
Module Level 1 Semester of Delivery 2

. College of Computer Science and
Administering Department CyS College ) ,
information Technology

Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
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Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval Date 1/10/2023 Version Number 1.0
Module 4

MODULE DESCRIPTION FORM

4,3.»:\‘)&5\ alall —a g CJ}@

Module Information
:Lu.u\‘).ﬂ\ 3Ll k_iLAJLLA

Cyber Security Principles
Module Title Module Delivery
omdl e (salie

Module Type Core X Theory
Y X Lecture
odule Code CyS109 Lab
ECTS Credits 6 [ Tutorial
[ Practical
SWL (hr/sem) 150 1 Seminar
Module Level 1 Semester of Delivery 1
S College of Computer Science and
Administering Department CyS College
g Lep y & Information Technology
Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval Date 01/10/2023 Version Number 1.0

Relation with other Modules
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Prerequisite module None Semester

Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents

A3L5 HY) by simall g alacil) il 5 Agul )l Bakall Calaad

Module Aims , . . , ) S .
The aim of this course is to equip students with a strong foundation in cybersecurity

el ) sald) Calaal principles and practices. By the end of the course, students will have a deep
understanding of cybersecurity concepts, be able to recognize and mitigate common
security threats, and appreciate the ethical and legal aspects of cybersecurity.

By the end of this course, students will:

1. Understand Cybersecurity Fundamentals: Gain a strong foundation in
cybersecurity principles, terminologies, and concepts.

2. ldentify Security Threats: Recognize common cybersecurity threats and
vulnerabilities.

3. Implement Security Measures: Learn practical strategies and tools to
secure digital systems and networks.

4. Analyze Security Incidents: Develop skills to investigate and respond to
security incidents.

5. Promote Cybersecurity Awareness: Understand the importance of

cybersecurity in today's digital world and promote best practices.

Incident Response and Recovery: Students should be capable of

developing and implementing an incident response plan, as well as

understanding the steps involved in responding to and recovering from
cybersecurity incidents.

7. Legal and Ethical Considerations: Students should have an awareness of
the legal and ethical aspects of cybersecurity, including compliance with
relevant laws and regulations, ethical hacking, and the consequences of
cybercrimes.

Module Learning
Outcomes

Al all Balall aladl) s A 6

Indicative Contents The indicative contents of the "Cyber Security Principles" course include an
il N1 el el introduction to cybersecurity fundamentals, exploration of the cyber threat landscape,
S information security principles, network security, cryptography, access control and
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authentication, incident response, and legal and ethical considerations. These topics
collectively provide students with a holistic understanding of cybersecurity concepts
and practices.

Learning and Teaching Strategies

el 5 alal) i i

Strategies

The course employs a combination of teaching strategies, including lectures,

interactive discussions, hands-on labs, and group projects. These strategies foster
active engagement and practical application of cybersecurity principles, ensuring
students grasp theoretical concepts while gaining valuable real-world experience.
Additionally, guest lectures by industry experts and participation in cybersecurity-
related events enhance students' exposure to current industry practices and

challenges.

Student Workload (SWL)
Gallall ol all Jaal

Structured SWL (h/sem) 49 Structured SWL (h/w) 35
Seaill I8 Callall adsiall asd 5l Jaal L saud calUall alsinall (ud 5l Jaal '
Unstructured SWL (h/sem) 26 Unstructured SWL (h/w) .
Jeall J& Uall alaial) ye a2l Jaal L saud allall alsiiall e asd jall Jasll
Total SWL (h/sem) 15
Geaill A Ll IS pal) Jas)
Module Evaluation
aﬂu\)ﬂ\ palall (°~'~mj
Time/Nu ) Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (10) 5,10 LO#1, 2,3
Formative Assignments 2 10% (10) 2,12 LO#3,4,6
assessment Projects / Lab. 1 10% (10) Continuous All
Report 1 10% (10) 13 LO#5,7
Summative Midterm Exam 2 hr 10% (10) 7 LO#1-7
assessment Final Exam 2 hr 50% (50) 16 All
Total assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)
bl e ) gl

Material Covered

Week 1 Introduction to Cyber Security
Definition and importance of cybersecurity.
Week 2 Historical development and evolution of cyber threats.
Ethical and legal considerations in cybersecurity.
Week 3 Cyber Threat Landscape
Types of cyber threats (e.g., malware, phishing, DDoS attacks).
Week 4 Understanding threat actors and motivations.
Week 5 Information Security Principles
Confidentiality, integrity, and availability (CIA triad).
Week 6 Security policies, standards, and guidelines.
Week 7 Network Security
Network security basics.
Week 8 Firewalls, intrusion detection systems (IDS), and intrusion prevention systems (IPS).
Week 9 Cryptography
Principles of encryption and decryption.
Week 10 Cryptographic algorithms and protocols.
Week 11 Access Control and Authentication
User authentication methods (e.g., passwords, multi-factor authentication).
Week 12 Role-based access control (RBAC) and permissions.
Week 13 Security Incidents and Response
Identifying and responding to security incidents.
Week 14 Developing an incident response plan.
Week 15 Final Review and Examination

Delivery Plan (Weekly Lab. Syllabus)
il e ) £l

Material Covered

Lab1: Introduction to Lab Environment

Week 1
Setting up the lab environment
Week 2 Lab 2: introduction to lab tools and resources.
Week 3 Lab 3: Vulnerability Assessment (Aligned with Cyber Threat Landscape)
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Conducting vulnerability scans.

Week 4 Lab 4: Identifying and prioritizing vulnerabilities.

Lab 5: Network Monitoring (Aligned with Network Security)
Week 5

Monitoring network traffic and anomalies.
Week 6 Lab 6: Analyzing network logs and events.

Lab 7: Ethical Hacking (Aligned with Ethical Hacking)
Week 7

Introduction to ethical hacking.
Week 8 Lab8: Performing ethical hacking exercises.

Lab9: Incident Response (Aligned with Security Incidents and Response)
Week 9

Developing an incident response plan.

Week 10 Lab10: Identifying, analyzing, and mitigating security incidents.

Week 11

Lab11: Security Solutions (Aligned with Security Solutions)

Configuring and deploying security solutions (e.g., firewalls, intrusion detection systems).

Week 12 Lab12: Conducting security assessments.

Week 13 Lab13: Group Projects (Aligned with Various Topics)

Week 14 Lab14: Collaborative group projects on cybersecurity scenarios.

Week 15 Lab15: Final Lab Review and Assessment (Aligned with Final Review and Examination)

Learning and Teaching Resources
wg).ﬁl\} M\ JJL\AA

Text Available in the Library?

Required Texts

“Cybersecurity: Principles and Practice" by William Stallings

and Lawrie Brown No

Recommended Texts

"Introduction to Computer and Network Security: Navigating

Shades of Gray" by Timothy Shimeall and Jonathan Spring: No

Websites
Grading Scheme
Group Grade i) Marks (%) | Definition
Success Group A - Excellent B 90-100 Outstanding Performance
(50-100) B - Very Good [SENRYEN 80 -89 Above average with some errors
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C-Good RYES 70-79 Sound work with notable errors

D - Satisfactory | dawsia 60-69 Fair but with major shortcomings

E - Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX — Fail (Adlaall 28) ol (45-49) More work required but credit awarded
(0—49) F — Fail al (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the

automatic rounding outlined above.

Module 5

MODULE DESCRIPTION FORM

Al Hall Balall Coa g 23 g

Module Information
:4:\.».»\‘)..‘\3‘ saldl) U"_\LAJSM

English Il
Module Title Module Delivery
@S
Module Type Basic XTheory
Module Code CyB 111 ClLecture
ECTS Credits 3 [Lab
[(dTutorial
SWL (hr/sem) 75 LPractical
[ISeminar
Module Level 1 Semester of Delivery 2
Administering Department CyB College CSIT
Module Leader e-mail
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
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Module Tutor e-mail
Peer Reviewer Name e-mail
Scientific Committee Approval ]
/ /2023 Version Number 1.0
Date
Relation with other Modules
G AY) Al 5l ) gall ae 48
Prerequisite module CyB105 Semester
Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents

A3L5 Y1 il gincall g aledll il 5 Al Hall salall Calaal

Module Objectives

Al Al salal) Calaaf

4. Developing communication approaches.
5. Enhancing total physical response (TPR).

6. Establishing multi-outcome learning (English and science knowledge for
instance).

Module Learning
Outcomes

Al Hal) Balall alaill s jAa

10. Improved Communication Skills: Students should be able to communicate
more effectively in English, expressing themselves with greater fluency and
accuracy. They can participate in everyday conversations, express opinions,
and discuss various topics.

11. Expanded Vocabulary: Learners should have developed a broader range of
vocabulary, allowing them to understand and use a wider variety of words
and expressions.

12. Grammar Proficiency: Students are expected to have a better grasp of
English grammar, allowing them to construct more complex sentences and
convey different tenses and aspects more accurately.

13. Reading Comprehension: Learners should be able to read and comprehend a
variety of texts, such as articles, short stories, and excerpts from novels, with
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a reasonable level of understanding.

14. Writing Skills: Students should be able to write coherent paragraphs and
short texts, such as emails, letters, and simple essays, demonstrating
improved sentence structure and organization.

15. Listening Skills: Learners should have developed better listening skills,
allowing them to understand and follow conversations, interviews, and
media in English with less difficulty.

16. Cultural Awareness: At this level, students may have been exposed to various
cultural aspects of English-speaking countries, leading to a better
understanding of cultural norms and customs.

17. Independent Learning: Students should be more confident and independent
in their language learning journey, taking initiatives to practice and learn
outside of the classroom.

18. Preparation for Advanced Levels: English Level Il usually serves as a
foundation for more advanced language courses. After completing this level,
students should be ready to progress to higher-level language studies.

Indicative Contents

Aals Y1 iy giadll

International student:

READING: Going abroad to study.

e Following instructions: filling in forms
e Reading methods: skim; scan; intensive reading; extensive reading

WRITING: A host family

e Checking your writing: error correction - punctuation and spelling

e Writing an informal email
Where in the world:

READING: Three countries

e Skimming and scanning: reading for the general idea, and for particular
information

WRITING: My country

e Brain storming ideas: topic areas and examples;
e completing a paragraph
e Linkingideas (1): but, however, although
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e Writing a description of my country
Newspaper articles:

READING: An unexpected journey

e Predicting content: using the title and the pictures
e Meaning from context: guessing the meaning of new words

WRITING My country

e Brainstorming ideas: topic areas and examples; completing a paragraph
e Linkingideas (1): but, however, although Writing a description of my
country

Modern technology:
READING Innovation
e Purpose and audience (1 an d 2): using visual and written clues
WRITING Mistaken identity

e Sentences/Paragraphs; helping your writing flow
e Varying the structure: making writing interesting Writing an article

Conferences and visits
READING: A conference in Istanbul
e Purpose and audience (1 an d 2): using visual and written clues
WRITING Invitations
e Using formal expressions: writing academic emails and letters
e Writing a formal email
Science and our world:
READING: Air pollution

e Making notes: organizing recording, and remembering important
e information
e Interpreting meaning; recognizing fact and speculation

WRITING Technology - good or bad?

e Organizing ideas (1): planning the arguments for and against
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e Linking ideas (2): first, for instance, in conclusion ... Writing a discursive
essay

People: past and present

READING: Three famous writers

e Using original sources: dealing with difficult language and
e unknown vocabulary

WRITING: Trends

e Paraphrasing and summarizing: using other sources
e Writing a summary

The world of IT:

READING: Computers

e Rephrasing and explaining; dealing with difficult scientific and
e technological words
e Avoiding repetition (2): pronouns and what they refer to

WRITING: IT - benefits and drawbacks

e Linking ideas (3): cause and result Coherent writing; writing up notes
e Writing from notes

Inventions, discoveries, and processes:

READING: How things work

¢ Intensive reading: strategies for focusing your reading
e Linking ideas (4); sequencing words to describe a process

WRITING How things are made

e The passive voice; writing in neutral style
e C(larifying a sequence: describing a process
e Writing a description of a process

Travel and tourism:
READING: International tourism
e Interpreting data: statistical information in graphs, charts, and texts

VOCABULARY DEVELOPMENT Varying vocabulary (2)
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A voiding repetition (3): describing graphs using synonyms, adjectives +
nouns, verbs + adverbs

Learning and Teaching Strategies

alail) 5 aladl) il sl

Strategies

For Teachers:

9.

10.

11.

12.

13.

14.

15.

16.

Interactive and Communicative Approach: Encourage students to engage in
meaningful conversations, discussions, and role-plays. This approach
emphasizes real-life communication and helps students practice using English
in different contexts.

Error Correction: Provide constructive feedback on students' errors without
discouraging them. Focus on correcting essential mistakes that hinder
communication while praising their efforts to build confidence.

Contextual Learning: Use authentic materials like articles, videos, and short
stories to introduce new vocabulary and grammar in relevant contexts. This
helps students understand language usage in real-life situations.

Task-Based Learning: Design activities and tasks that require students to use
English to complete meaningful projects or solve problems. This approach
fosters critical thinking and language application skills.

Grammar in Context: Teach grammar points within the context of authentic
texts or dialogues. This helps students see how grammar functions in real
communication rather than just learning rules in isolation.

Encourage Reading: Assign reading materials suited to the students'
proficiency level. Reading improves vocabulary, comprehension, and exposes
students to different writing styles.

Listening Practice: Provide opportunities for listening exercises, such as
watching English-language videos, movies, or podcasts. This enhances
listening skills and exposes students to different accents and speech patterns.

Writing Practice: Assign writing tasks like essays, emails, or short stories.
Provide feedback on their writing to improve their skills gradually.

69




For Students:

9.

10.

11.

12.

13.

14.

15.

16.

Consistent Practice: Regularly practice reading, writing, listening, and
speaking in English. Consistency is crucial for improvement.

Use Language Apps and Online Resources: Utilize language learning apps
and online resources to reinforce learning, expand vocabulary, and improve
grammar.

Join Language Exchange Groups: Engage in language exchange programs or
groups where you can practice speaking English with native speakers or other
learners.

Set Goals: Establish clear language learning goals and track your progress.
Celebrate achievements and milestones.

Immerse Yourself: Surround yourself with English as much as possible. Watch
English movies, TV shows, and listen to English music or podcasts.

Keep a Language Journal: Write down new words, expressions, and grammar
rules you learn. Review and practice them regularly.

Practice with Different Media: Practice English through various mediums like
reading books, watching documentaries, listening to news, or participating in
online forums.

Be Patient and Persistent: Language learning takes time and effort. Stay
motivated and persistent even if you encounter challenges

Student Workload (SWL)

le saul 10 (o gune callall sl all Jaal)

Structured SWL (h/sem)

Juadll PO Qlall alaiial) ol jall Jeal)

Structured SWL (h/w)
33 2
Lo sal Calldall aliaal) sl al) Jaall

Unstructured SWL (h/sem)

Jomil) IV Ul el e 5l Jaal) Lo sl Ul biial) el Jaall

Unstructured SWL (h/w)
42 2.8

Total SWL (h/sem)

75
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Jeadll J5& Bl K ol Jaal

Module Evaluation

:\:\u\_)ﬂ\ 3ol e:usﬁ

Relevant Learning

Time/Number | Weight (Marks) Week Due
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10,
Formative

Assignments 2 10% (10) 2 and 12 LO #3, #4 and #6, #7
assessment

Report 1 20% (10) 13 LO #5, #8 and #10
B Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment | cinal Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

bl o sV Zleiall

Material Covered

Week 1 International student
Week 2 Where in the world
Week 3 Newspaper articles
Week 4 Conferences and visits
Week 5 Science and our world
Week 6 Midterm exam

Week 7 People: past and present

71




Week 8

The world of IT

Week 9 Inventions, discoveries, and processes
Week 10 Travel and tourism
Week 11 Final exam

Learning and Teaching Resources

ua:\‘)ﬂ\} (Ja;m JJLmA

Text

Available in the Library?

Required Texts

Sarah Philpot. Headway: Academic skills- reading, writing,
and study skills. LEVEL 2 Student’s Book. Oxford.

Yes

Recommended
Texts
Websites
Grading Scheme
Group Grade _saal) Marks % Definition
A - Excellent bl 90 - 100 Outstanding Performance
B - Very Good [SENKVEN 80 -89 Above average with some errors
Success Group
C - Good A 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory | lwsic 60 - 69 Fair but with major shortcomings
E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Allaall 28) il (45-49) More work required but credit awarded
(0-49) F - Fail sl ) (0-44) Considerable amount of work required
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Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Module 6
MODULE DESCRIPTION FORM

‘Q.u\)ﬂ\ Balall —a g CJ}M

Module Information
mbq&\ saldll k-\lAJSM

Module Title Probability and Statistics Module Delivery
Module Type Basic X Theory
Module Code CyB112 X Lecture
ECTS Credits 5 O Tutorial
O Practical
SWL (hr/sem) 125 O Seminar
Module Level 1 Semester of Delivery 2
Administering Department CyS College |E1?cl>lfr§:tci);f?lil:ﬁ;zyence and
Module Leader e-mail
Module Leader’s Acad. Title Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail

Scientific Committee Approval

01/06/2023 Version Number 1.0
Date
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Relation with other Modules

LAY Al Hall ol gall ae 8

Prerequisite module Calculus

Semester 1

Module Aims

, Learning Outcomes and Indicative Contents

L5 Y1 il sinall g aledll il 5 gl Hall salall Calaal

1. It gives the student a broader idea of the possibility of things happening.
Module Aims The probability of things gives more opportunity for imagination.
Lol salall Calaal The moment- generating function gives him more opportunity to deal with
the derivative of the moment- generating function.
4. The student will be qualified in the next stage to deal with probability and
statistics, especially in the subject of simulation.
1. Understand the vocabulary of probability and statistics.
2. Understanding the nature of statistics as an integrated system of knowledge.
3. The ability to solve complex statistical problems.
4. Be able to choose appropriate statistical tests and methods based on the
characteristics of the data and research questions.
. 5. Develop a solid understanding of probability theory, including the rules of
Module Learning probability, probability distributions, random variables, and the concept of
Outcomes expected value.
6. Learntointerpret and visualize data effectively through techniques like graphs,
charts, and summary statistics.
Al )l Balall aladl) s Haa 7. Apply probability concepts to real-world situations, such as understanding
uncertainty in various contexts.
8. Apply these principles to make inferences about populations based on sample
data, such as estimating population parameters and testing hypotheses.
9. Develop critical thinking skills to assess the validity and relevance of statistical
analyses and their implications.
10. Apply statistical reasoning to make informed decisions in various fields, such
as business, science, social sciences, and healthcare.
Indicative Contents Indicative content includes the following.
Aol ,Y) oy il
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Part A — permutations and combinations

Permutations mean dealing with ordered things, but harmonics, the order is
unimportant.

Part B- Probability

Probability is a measure of the possibility of an event occurring. Probability is measured
as a number between zero and one, where zero indicates impossibility and one
indicates certainty. The higher the probability of an event, the greater the possibility
of that event occurring.

Part C- Distributions

Connected and discreet distributions and how to deal with them.

Learning and Teaching Strategies

bl 5 Ll i) i

Strategies

Teaching a course in probability and statistics can be challenging due to the abstract
nature of the subject and the need to engage students in both theory and practical
applications. Here's a strategy for effectively teaching a probability and statistics
course:

e Set Clear Learning Objectives:

Begin by defining specific learning objectives for the course. What should students be
able to understand and do by the end of the course? Clearly communicate these
objectives to students.

e Use Real-Life Examples:
Start with relatable, real-world examples to introduce concepts. Relating statistics to
everyday situations helps students see the practical relevance of the subject.

e Build a Strong Foundation:
Begin with the fundamentals. Ensure that students have a solid grasp of basic
probability theory and concepts before moving on to more advanced topics in
statistics.

e Encourage Active Learning:
Engage students actively through problem-solving, group discussions, and hands-on
activities. Encourage them to explore and experiment with data.
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e Provide Context:
Give context to statistical methods by showing their relevance in various fields, such as
business, science, healthcare, and social sciences.

e Use Technology:
Leverage statistical software (e.g., R, Python, Excel) for practical data analysis. Teach
students how to use these tools to analyze and visualize data.

e Emphasize Critical Thinking:
Encourage students to think critically about statistical claims and interpretations.
Teach them how to assess the validity and reliability of statistical results.

e Teach Data Visualization:
Emphasize the importance of data visualization. Show students how to create clear and
informative graphs and charts to communicate data effectively.

e Assess Progress:
Use a variety of assessment methods, including quizzes, assignments, projects, and
exams, to evaluate students' understanding and application of statistical concepts.

e Provide Feedback:
Offer constructive feedback on assignments and assessments. Encourage self-
assessment and reflection to support continuous improvement.

e Encourage Collaboration:
Promote collaboration among students by assigning group projects and facilitating
peer-to-peer learning. Encourage them to discuss and solve problems together.

e Relate to Research:
Highlight the role of statistics in research, emphasizing the importance of designing
experiments, collecting data, and drawing valid conclusions.

e Solve Real-World Problems:
Present students with real-world problems or case studies that require the application
of statistical methods to find solutions. This can help them see the practical utility of
statistics.

e Foster Ethical Data Handling:
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Discuss ethical issues related to data collection, analysis, and reporting. Teach students
the importance of respecting privacy and transparency in statistical work.

e Adapt to Student Needs:
Be flexible and adapt to the needs of the students. Encourage questions and provide
additional support for students who may be struggling.

Student Workload (SWL)
Ul il yall Jeal

Structured SWL (h/sem) 64 Structured SWL (h/w) 42
dhadll P llall alatial) ul jal) Jaall Lo saul Calldall akinal) sl al) Jaall )
Unstructured SWL (h/sem) 26 Unstructured SWL (h/w) -
Josdl) I Ll el el 5 sl Lo pand QI Bl e a5 Jaal :

Total SWL (h/sem)
Gl YA Ul IS sl pall Jaal

150

Module Evaluation
:\ﬁ""“bﬂ\ saldll (»;.1:\9.1

Time/Nu Relevant Learning
. Weight (Marks) Week Due S

Quizzes 2 10% (10) 5,10 LO #1, 2, 10
Formative Assignments 2 10% (10) 2,12 LO#3,4,6
assessment Projects 1 10% (10) Continuous

Report 1 10% (10) 13 LO#5,8and 10
Summative Midterm Exam 2 hr 10% (10) 7 LO # 1-10
assessment Final Exam 2hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
Lg)L:.J\ = s G\.@_Ld\
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Material Covered

Week 1 Introduction - permutations and combinations

Week 2 Probability

Week 3 Conditional probability and bay’s theorem

Week 4 Connected random variables

Week 5 Discrete random variables

Week 6 Functions of random variables

Week 7 Expectations

Week 8 Variances

Week 9 Moment — generating function

Week 10 | Joint distributions and marginal distributions

Week 11 Discrete distributions

Week 12 | Continuous distributions

Week 13 First exam

Week 14 | Second exam

Week 15 | Review important topics

Week 16 | Preparatory week before the final Exam

Learning and Teaching Resources
un:g).lﬂ\} ?L.ﬂ‘ J.JLLAA

Available in the
Text .
Library?
Required Texts bl gese cadli VLAY e Aluls QUK Yes
Recommended Texts il 250 ~lua ) S0 s ab )l sbasll 8 dadia QUS| yes

. Adobe reader-[simue-pdf]
Websites
Probability et statistique cours et problemes series schaum

Grading Scheme
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Group Grade paail) Marks (%) | Definition

A - Excellent Skl 90 -100 Outstanding Performance

B - Very Good [SENRTEN 80 -89 Above average with some errors
(S:(;:(ie:;o()iroup C - Good RTEN 70-79 Sound work with notable errors

D - Satisfactory L sia 60 - 69 Fair but with major shortcomings

E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Andleall a8) il | (45-49) More work required but credit awarded
(0-49) F - Fail caal (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Curriculum for the second Year, First Semester.

Module 1

MODULE DESCRIPTION FORM
@u\‘)ﬂ\ a4l L_.Q.LAJ CJ)A.I

Module Information
:Lu.u\‘).ﬂ\ 3alall k_i\AJSM

Module Title Sl Jsba Module Delivery
Data Structures

Module Type Core XTheory

Module Code CyB 202 HLecture

ECTS Credits 6 Blab
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T utorial

SWL (hr/sem) 175 XPractical

OOSeminar
Module Level 2 Semester of Delivery 1
Administering Department CyB College CSIS
Module Leader e-mail
Module Leader’s Acad. Title Assist lec. Module Leader’s Qualification PAD
Module Tutor Atman Dhiya Abdulsatar e-mail Athman.dhiya@uobasrah.edu.iq
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval ]
Date /0/2023 Version Number 1.0

Relation with other Modules

AV Ll 5l 3 sall ae 28|

Prerequisite module

None

Semester

Co-requisites module

Semester

Module Aims, Learning Outcomes and Indicative Contents

A3L5 HY) by simall g alacil) il g Apul )l Bokall Calaad

Module Objectives

Al Al sald) Calaal

20.

21.

22.

23.

To know what meaning of data structures in computer science and it

classification.

To understand how each data structure store in memory.

To understand how access to each data structure that store in memory.

To perform basic operation on each data structure.
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24. To implemented each data structure by using any programming language.

1. It provides what mean of data type and data structures.
2. Identify classification of data structures and the main operation of them.

3. Identify on arrays and discuss the features, main operations, how access to
each element and how implementation in java.

4. Identify on how representation strings and how create string object in pyhon.

Module Learning 5. Identify on linked lists and discuss the features, main operations, types and
Outcomes how implementation in java.

6. ldentify on stacks and discuss the features, main operations, applications,
gua)yall 3alall Lol s jia how implementation in pyhon using arrays and linked lists.

7. Discuss how conversation and evaluation the expression using stack.
8. Learn how write implantation recursion function by using stack.

9. Identify on queues and discuss the features, main operations, applications,
how implementation in python using arrays and linked lists.

Many points will be covered such as:

1. Introduction to Data Structures (Definition and importance of data
structures, Basic terminology: data, information, algorithm, etc., Overview of
different types of data structures).

2. Arrays (Definition and properties, Array operations: access, insertion,
deletion, Multi-dimensional arrays).

Indicative Contents 3. Linked Lists ( Singly linked lists, doubly linked lists, circular linked lists, Basic

operations: insertion, deletion, traversal, Applications of linked lists).
oL, Y iy giaall
4. Stacks (Definition and properties, Operations: push, pop, peek,

Implementation using arrays and linked lists, Applications of stacks).

5. Queues (Definition and properties, Operations: enqueue, dequeue, front,
rear, Implementation using arrays and linked lists, Types of queues (e.g.,
circular queue, priority queue).

6. Trees (Binary trees, binary search trees (BST), Tree traversal: in-order, pre-
order, post-order, Operations on binary trees: insertion, deletion, searching).

7. Graphs (Definition and basic terminology (vertices, edges), Types of graphs
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(directed, undirected, weighted), Graph representation , (adjacency matrix,
adjacency list).

8. Hashing ( Hash functions and their properties, Collision resolution techniques,
Applications of hashing).

9. Sorting ( Comparison-based sorting algorithms (e.g., bubble sort, selection
sort, insertion sort, merge sort, quicksort), Non-comparison-based sorting
(e.g., counting sort, radix sort).

10. Searching ( Linear search, binary search, Searching in trees and graphs).

11. Advanced Data Structures (Heaps and priority queues, Disjoint-set data
structure (Union-Find), Trie data structure, B-trees).

12. Algorithm Analysis (Time complexity and space complexity analysis, Big-O
notation, Best, average, and worst-case analysis).

13. Dynamic Programming ( Principles of dynamic programming, Memoization
and tabulation, Examples of dynamic programming problems).

14. Greedy Algorithms ( Principles of greedy algorithms, Examples of greedy
algorithmic problems).

15. Graph Algorithms ( Shortest path algorithms (Dijkstra's, Bellman-Ford).

, Minimum spanning tree algorithms (Prim's, Kruskal's).

Learning and Teaching Strategies

aaeill g abeil) il i

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and
expanding their critical thinking skills. This will be achieved through classes and the
lab, interactive tutorials, and by considering types of simple experiments involving
Strategies some sampling activities that are interesting to the students.

Different strategies will be utilized to encourage students participation and enhance
learning abilities such as (class participation, quizzes, projects, and presentations).
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Student Workload (SWL)

le saul 10 J 0 guna callall ol 5ol Jaall

Structured SWL (h/sem) Structured SWL (h/w)

77 5.13
Joadll DA QlUall il sl all Jaal Lo sasl calldall aliiall sl 5l Jaall
Unstructured SWL (h/sem) Unstructured SWL (h/w)

73 4.86
Juaill J3a Ul dsiiall e sl i Jaal) Lo saud Calllall lsiiall e asd jall Jaall
Total SWL (h/sem)

175
Juaill I8 Glldall ISl 5 Jasl)

Module Evaluation

@\J.ﬂ\ 3aldl) (5:\.153
Relevant Learning
Time/Number | Weight (Marks) Week Due
Outcome
Quizzes 1 10% (10) 5 LO #3- #5 and #7
EOTTiE Assignments 2 10% (10) 3and?7 LO #8, #9
assessment | ppoiacts / Lab. 1 10% (10) 14 LO #3- #9
Report 1 10% (10) -
QU Midterm Exam 2hr 10% (10) 7 LO #1 - #6
assessment Final Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

bl o sl Zleiall
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Material Covered

Week 1 Introduction - Types of Data types, type of data structures
Week 2 Arrays DS: definition, features, logic, physical structure, access equations of one dimensional array.
Week 3 Arrays DS: logic, physical structure, access equations of two dimensional arrays.
Arrays DS: logic, physical structure, access equation of three and multi-dimensional arrays and
Week 4
triangle arrays.
Week 5 Strings DS: definition, basic representations in memory, create String object
Linked Lists DS: definition, advantage and disadvantage of arrays and linked lists, basic operations of
Weelc linked lists, types of linked lists.
Week 7 Mid-term Exam
Week 8 Implementation of linked lists
Week 9 Stack DS: definition, features, implementation using linked lists and Arrays
Week 10 Stack DS: Application-recursion
Week 11 Stack DS: Application- Expression Conversion
Week 12 Stack DS: Application- evaluating expressions
Week 13 Queue DS: definition, features, implementation using linked lists
Week 14 Queue DS: definition, features, implementation using Arrays
Week 15 Queue DS: types of queues
Week 16 Preparatory week before the final Exam

Delivery Plan (Weekly Lab. Syllabus)
oAl e gl el

Material Covered
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Week 1

Arrays classes in pyhon package

Week 2 Tasks in Arrays

Week 3 Strings methods in python package

Week 4 Tasks in Strings

Week 5 15t Quiz

Week 6 Linked Lists class in pyhon package

Week 7 Tasks in linked lists (single and circular linked lists)
Week 8 Tasks in linked lists (double and Circular Double Linked Lists)
Week 9 Stack class in python package

Week 10 Stack to evaluate expression

Week 11 2" Quiz

Week 12 Stack class in python package

Week 13 Implement queue using arrays

Week 14 Implement queue using linked lists

Week 15 Excercises of queue

Learning and Teaching Resources

U“:Ui‘h} ?Lr;m JJLAA

Text

Available in the Library?

Required Texts

1. Data Structures and Algorithms in Java by Michael T.
Goodrich, 2022.

2. ATextbook of Data Structures and Algorithms by G. A.
Vijayalakshmi Pai, 2022

No
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https://www.google.iq/search?hl=ar&tbo=p&tbm=bks&q=inauthor:%22G.+A.+Vijayalakshmi+Pai%22
https://www.google.iq/search?hl=ar&tbo=p&tbm=bks&q=inauthor:%22G.+A.+Vijayalakshmi+Pai%22

Recommended |. Hands-On Data Structures and Algorithms with Python No
Texts by Dr. Basant Agarwal, 2022
Websites
Grading Scheme
Group Grade _padl) Marks % Definition
A — Excellent Dbl 90 -100 Outstanding Performance
B - Very Good [RENRTEN 80 -89 Above average with some errors
Success Group
C - Good L 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory | lawsic 60 - 69 Fair but with major shortcomings
E — Sufficient Jse 50-59 Work meets minimum criteria
Fail Group FX - Fail [CENIEP{RE:) RUERA (45-49) More work required but credit awarded
(0-49) F - Fail cl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Module 2
MODULE DESCRIPTION FORM

Al Hall Balal) Coia g 73 g

Module Information
:\M\J.ﬂ\ 3alall t_i\.A)lM
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https://www.amazon.com/Dr-Basant-Agarwal/e/B07KGF9ZBN/ref=dp_byline_cont_book_1

Object Oriented Programming |

Module Title Module Delivery
Module Type Core RTheory
Module Code CyB 201 L Lecture
XLab
ECTS Credits 7 XTutorial
O Practical
SWL (hr/sem) 175 [Seminar
Module Level 2 Semester of Delivery 3
Administering Department CyB College CSIS
Module Leader e-mail
Lecturer MSc

Module Leader’s Acad. Title

Module Leader’s Qualification

Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval ]

9/8/2024 Version Number 2.0
Date

Relation with other Modules

6 AY) gl all ol gall ae A8
Prerequisite module Computer Programming Il Semester
Co-requisites module Object Oriented Prpgramming II Semester

Module Aims, Learning Outcomes and Indicative Contents

405 Y1 il ginall g alail) il g gl Hal) salall Calaa]
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Module Objectives

Jaud Al galal) Calaal

25.

26.

27.
28.

Introduce the concepts of object-oriented programming in a higher-level
programming language, such Java, and Python.

Analyze a problem statement to design a model of objects necessary to
create software architecture.

Gain skills in designing, and programming software for reuse of code.
Establish development methods in object-oriented programming to qualify
students for teaching the language in other settings.

1. Understanding the basic concepts of Object Oriented Programming.
2. Developing the basic structures of Classes and Objects.
3. Using Constructors and Deconstructors and methods in Python.
4. Learning the basic concepts of Encapsulation.
Module Learning
5. Implementing Polymorphisim in Python.
Outcomes
6. Implementing Inheritance in Python.
) 7. Learning the basic concepts of Abstraction.
Aol ol salall aladl) s jAa
8. Manage object relationships.
9. Understanding the basics about using magic methods.
10. Understanding of Exceptions in OOP.
1. Introduction to OOP concepts.
- What is Object-Oriented Programming?
- Key OOP principles: Encapsulation, Abstraction, Inheritance, and
Polymorphism.
- Benefits of OOP.
Indicative Contents 2. Classes and Objects.
Lala Y iy il - Understanding Classes and Objects.
- Define a Class in Python.
- Creating Objects (instances) from a class.
- Using constructor.
3. Attributes and Methods.

- Instance Attributes and Class Attributes.
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- Using Methods.
Encaspulation.

- Public, Private, and Protected access modifiers.
- Getter, and Setter methods.

Inheritance.

- The concepts of Inheritance (parent and child).
- Overriding method.
- Super() method.

Polymorphisim.

- Polymprphisim with inheritance.
- Polymorphisim with functions and objects.

Abstraction.

- The concept of Abstraction.
Magic Methods.

- Understanding Magic methods.
Error Handling in OOP.

- Exception handing in Python.

Learning and Teaching Strategies

sl g abeil) il i

Strategies

The main strategy that will be adopted in this module through a series of lectures the
theoretical underpinnings of meaning of object oriented programming language
(such as java) and it concepts. This will be achieved through of theoretical lectures in
classes and projects in lab, there many assessment that increase the activities and

understanding of students:

1. There are a number of quizzes that assess the student’s competency in end of each

topic.

2. There is a midterm class test.

3. There are take-home mini-projects by a team of 2 students.
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4. There are end-of-semester exam test.

Student Workload (SWL)

e sl \Oigwq&ﬂwbﬂ\d@\

Structured SWL (h/sem) Structured SWL (h/w)

79 5.2
Jhadl) A Ul alaiial) ol Al Jeall Lo sal calldall aliiall sl 5l Jaall
Unstructured SWL (h/sem) Unstructured SWL (h/w)

96 6.4

Joadl) JM& Al plasiall e o jall Jaal

Lo sad alldall alsiiall e ol yall Jaall

Total SWL (h/sem)

Jiadll J3A Ul ‘";SM ga.u\).ﬂ\ el 175
Module Evaluation
Al Hall 3alal) PRtty
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 4 and 8 LO #1- #10
Formative Lab. 2 10% (10) 6and 10 | LO #1- #10
assessment [ pioiacts 1 10% (10) 6and 14 | LO #1-#10

Discuss. 1 10% (10) S5and 12 | LO #1- #10
Summative | Midterm Exam 2hr 10% (10) 8 LO #1 - #6
assessment Final Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)
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Delivery Plan (Weekly Syllabus)

bl o sl Zleial)

Material Covered

Introduction to Object-oriented programming (OOP).

Week 1 - Overview of OOP.
- Basics of OOP (class and object).
- First program based OOP.
Attributes and Methods.
Week 2 - Instance variables, and methods.
- Constructor in Python.
Attributes and Methods.
Week 3 - Instance variables, and methods.
- Constructor in Python.
- Keyword (self).
Attributes and Methods.
- Instance variables, and methods.
Week 4 - Constructor in Python.
- Keyword (self).
- Class varaibles and methods.
Week 5 Encapsulation (private, protected, public access modifiers)
Week 6 Encapsulation (private, protected, public access modifiers)
Week 7 | Abstraction (Abstraction and why it is important).
Week 8 Mid-term Exam
Week 9 Inheritance (Basic inheritance examples).
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Week 10 | Inheritance (Overriding methods).
Polymorphism
Week 11 - What is polymorphisim?
- Polymorphisim (functions and objects).
Introduction to magic methods
Week 12 - (_str_, len_, repr_,..)
- Customizing behavior with magic methods.
Composition and Aggregation
Week 13 - Difference between composition and inheritance.
- Using composition to reuse code.
OOP: Abstract Classes and Interfaces
Week 14 - Abstract classes and methods.
- Defining and using interface.
Week 15 | OOP: Abstract Classes and Interfaces (Abstract base classes versus interface).
Delivery Plan (Weekly Lab. Syllabus)
ofdall e gl el
Material Covered
Week 1 Python class, and object creation, class attributes, and methods.
Week 2 Implement class (and instance) with attributes and methods.
Week 3 Implement class (constructor).
Week 4 Class with (self), and variables, and methods.
Week 5 | 15t Quiz
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Week 6 Excersices on Encapsulation (private, protected, public access modifiers)

Week 7 Excercises on Encapsulation (private, protected, public access modifiers)

Week 8 Implementing Abstraction using property.

Week 9 Basic examples in inheritance.

Week 10 | Inheritance and overriding.

Week 11 | 2™ Quiz

Week 12 | Examples abour polymorphisim.

Week 13 | Simple examples using magic methods.

Week 14 | Examples about composition.

Week 15 Abstract and interface.

Learning and Teaching Resources

U"‘e,)ﬁ\J (Jaﬂ\ J.JL\AA

Text

Available in the Library?

Python Object-Oriented Programming - Fourth Edition, Steven

Required Texts No
F. Lott, Dusty Phillips, 2021.
- Fluent Python, Luciano Ramalho, 2015.
Recammenae "Object-Oriented Python: Master OOP by Building
Texts Games and GUIs", Irv Kalb, 2022. No
Websites

Grading Scheme

edla il b o
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Group Grade _paail) Marks % | Definition

A — Excellent Sl 90 - 100 Outstanding Performance

B - Very Good [SENRTEN 80 -89 Above average with some errors
Success Group

C - Good RYES 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory Lo gl 60 - 69 Fair but with major shortcomings

E — Sufficient Jsa 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aallaall 28) ol ) | (45-49) More work required but credit awarded
(0-49) F - Fail cal (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 3

MODULE DESCRIPTION FORM

Al Hall Balal) Coia g 73 g

Module Information
@m‘).‘\” saldll U"_\LAJSM

Computation Theory

Module Title Module Delivery
Module Type Core XTheory
Module Code CyB 203 Lecture
ECTS Credits 5 [l Lab
O Tutorial
SWL (hr/sem) 125 OPractical
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[OSeminar

Module Level 2 Semester of Delivery 1
Administering Department CyB College CSIS
Module Leader e-mail

Assist Proff PHD

Module Leader’s Acad. Title

Module Leader’s Qualification

Module Tutor Name (if available)

e-mail

E-mail

Peer Reviewer Name

Name

e-mail

E-mail

Scientific Committee Approval

Date

Version Number

1.0

Relation with other Modules

Y gl 5l 3 sall ae 28|

Prerequisite module

None

Semester

Co-requisites module

Semester

Module Aims, Learning Outcomes and Indicative Contents

A3L5 )Y il sinall g alail) il g Al )l Bakall Calaad

Module Objectives

Al Al sald) Calaal

29. Understand the abstract model of computation.

30. Understand the formal reasoning and the ability to build a base for solving

problems.

31. The ability to understand the problems and find if they can solved using
computation.

32. Understand the computation models, and their properties.
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33.

34.

35.

Learn the necessary mathematical techniques to prove the attributes of the
computation models.

The ability to express the problems mathematically and find the proof to
solve them.

Explore different (current and future) topics in the field of computation
theory.

11.
12.
13.
14.
Module Learning
Outcomes
15.
A ) 5ol alasl) s 3e 16.

17.
18.

Explain the basic concepts in computational theory through a set of
tools.

Acquiring skills in addressing the mathematical problems and proof the
solution.

Acquiring basic skills as an introduction to language construction.
Acquiring theoretical concepts to deal with (RE's, DFA's, NFA's, Stack's,
Turing machines, and Grammars).

The ability to design ( FAs, NFAs, Grammars, language modeling, small
compilers basics).

The ability to think about addressing the problem according to certain
rules.

The ability to distinguish between Natural and Formal Languages.

The logical thinking to formulate the problems and solutions.

Indicative Contents

2l Y1 il siaall

Learning and Teaching Strategies

sl g abeil) il i

Strategies

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and
expanding their critical thinking skills. This will be achieved through:

Readings, self-learning, discussion panels.

Exercises and activities in the classroom.

Directing students to some websites to benefit from them to develop
their capabilities.
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Holding research seminars through which some problems are

explained and analyzed and the mechanism for finding solutions to

them.

Student Workload (SWL)

le saud V0 o sune callall il Hall sl

Structured SWL (h/sem) Structured SWL (h/w)

62 4.1
Juadll I8 Ll aliiiall sl 5l Jasl) L saad Ul alsiiall l i Jasll
Unstructured SWL (h/sem) Unstructured SWL (h/w)

63 4.2
Juadl) IS Ll aliiall e asd jall Jaal L saad Ll Aiial e ud 530 Jaall
Total SWL (h/sem)

125
Juadl) J3A lUall IS sl 51 Jaal

Module Evaluation

d) Hal) Balal) ?“3‘3"
) . Relevant Learning
Time/Number | Weight (Marks) Week Due
Outcome

Quizzes 2 10% (10) 5and 10 All
EOT e Assignments 2 20% (20) 2 and 12 LO #2, #4 and #5, #8
assessment Projects / Lab. - - - -

Report 1 10% (10) 13 LO #1, #3, #6 and #7
R Midterm Exam 2hr 10% (10) 7 All
assessment | rinal Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)
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Delivery Plan (Weekly Syllabus)

Material Covered

Week 1 Introduction to languages ( set,string,alphabets, language).

Week 2 Introduction to FAs (Finite state automata).

Week 3 FAs (Types of NFAs,DFAs and equivalence between NFAs and DFAs, FAs with epsilon move).
Week 4 Introduction to Regular Expressions.

Week 5 Regular Expressions (Pumping lemma on regular languages, closure properties of regular languages).
Week 6 FAs with outputs (Finite State Automata with output(Mealy and Moore) Machine).

Week 7 FAs with outputs (Equivalence between Moore and Mealy Machine).

Week 8 Represent REs, FAs, TGs (leens Theorem)

Week 9 Introduction to CFGs (Context Free Grammar and Languages)

Week 10 CFGs (Context Free Grammar without empty string).

Week 11 CFGs (Derivation Tree (LMD,RMD), Simplification of CFGs).

Week 12 CFGs (Chomsky and Greibach normal form).

Week 13 CFGs (The ambiguous CFGs).

Week 14 Pushdown automata and CFL, closure properties of CFL(union,concatenation,kleen closure)
Week 15 Turing Machine

Week 16 Exam

Learning and Teaching Resources

U‘“:’Jﬂ‘} ?L"d\ JJL.AA
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Text Available in the Library?

. Introduction to the Theory of Computation (3rd Edition), by
Required Texts No
Michael Sipser.

An Introduction to Formal Languages and Automata (6th

Recommended
No
Texts Edition), by Peter Linz.
Websites
Grading Scheme
Group Grade paidl) Marks % | Definition
A — Excellent bl 90 - 100 Outstanding Performance
B - Very Good EENRNEN 80 -89 Above average with some errors
Success Group
C - Good 2 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory | daw sie 60 - 69 Fair but with major shortcomings
E — Sufficient Jsie 50 - 59 Work meets minimum criteria
Fail Group FX - Fail (Al 28) il (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Module 4
MODULE DESCRIPTION FORM

M\Jﬂ\ 3aldl) Sa g CJJA.I
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Module Information
d) Hall Balal) il slaa

Module Title Database Principle Module Delivery
Module Type Core XTheory
Module Code CyB 204 X Lecture
ECTS Credits 6 KLab
O Tutorial
SWL (hr/sem) 150 Practical
CSeminar
Module Level 2 Semester of Delivery 1
Administering Department CyB College CSIS
Module Leader e-mail
Assist Proff PHD

Module Leader’s Acad. Title

Module Leader’s Qualification

Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval

PP /0/2023 Version Number 1.0

Date

Relation with other Modules

DAY Agual 5l 3 sall ae 8|

Prerequisite module

None

Semester

Co-requisites module

Semester
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Module Aims, Learning Outcomes and Indicative Contents

Gl Y il ginall 5 alal) il p dgusd 5l 3alal) Calaa

Module Objectives

Al Hall Balal) Calaal

P wnNR

Understand the structure of Database and database users.

Learning the Database concepts and database architecture.

The ability to implement data modeling with ER model,

Understand the relational model, database language and management
systems.

Learn the relational data model, constraints (integrity), and relational
algebra.

Learn the basics of SQL language.

Understand the database design, theory and methodology.

Learn different concepts such as (functional dependencies and
normalization, relational database design algorithm).

Module Learning
Outcomes

Al all Balall aladl) s A

1. Describe database concepts and architecture including query processing and
optimization, concurrency controls and database recovery.

2. Identify database requirements and constraints to solve a business problem.

3. Design logical and mathematical models to organize data within a database.

4. Develop databases and execute queries using SQL.

5. Analyze functional dependencies and apply normalization rules to minimize
redundancy.

6. Develop skills to work in a group project to produce quality deliverables.

7. Develop skills to structure themselves to work in a cohesive manner.

Indicative Contents

ks Y ey gl

Introduction to Databases

Conceptual Database Design

Entity Relationship Diagram

Enhanced ER (EER) Model Concepts (ERD)

Relational Data Model and Relational Database Constraints
Relational Algebra

Normalization

Structured Query Language (SQL)

Advanced SQL

File Structure and Indexes

Database Performance Issues
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Learning and Teaching Strategies

sl g abeil) il i

The main strategy that will be adopted in delivering this module is to encourage

students’ participation in the exercises, while at the same time refining and expanding

their critical thinking skills. This will be achieved through classes and the lab, interactive

Strategies
tutorials, and by considering types of projects, reports, quizzes and presentations.
Student Workload (SWL)
le sl Y0 10 guna dlall il jall el

Structured SWL (h/sem) Structured SWL (h/w)

77 5.13
il IV llall aliiall g jall Jaall Lo sausd Ul aliial) ol ) Jasll
Unstructured SWL (h/sem) Unstructured SWL (h/w)

73 4.68

Jomdl) A U il el ) Jan

Lo saul Calldall aliiiall ye ol 5ol Jaall

Total SWL (h/sem)

150
Juaill I8 lldall ISl 50 sl
Module Evaluation
:\ﬁ""“bﬂ\ saldll (»;.1:\9.1
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 20% (20) 4 and 12 LO #1- #4 and #7
e Assignments 2 10% (10) 6 and 12 LO #4, and #5
assessment | pioiacts / Lab. 1 10% (10) 14 LO #1- #7
Report - - - -
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ERTI T e Midterm Exam 2hr 10% (10) 9 LO #1 - #7
assessment [ pinal Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Lg)L.J\ = s GL@_LJ\
Material Covered

Week 1 Introduction to Databases

Week 2 Conceptual Database Design

Week 3 Entity Relationship Diagram (ERD)

Week 4 Enhanced ER (EER) Model Concepts

Week 5 Relational Data Model and Relational Database Constraints

Week 6 Relational Algebra=- 15t Assignment

Week 7 Structured Query Language (SQL)

Week 8 Advanced SQL

Week 9 Midterm Exam

Week 10 | Normalization

Week 11 | File Structure and Indexes

Week 12 | Database Performance Issues -

Week 13 | 2"9 Assignment

Week 14 | Mini-project evaluation
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Week 15 | Review and Exam Preparation: a review of key topics and concepts, exam practice, and preparation

Week 16 Final Exam

Delivery Plan (Weekly Lab. Syllabus)
D8Rl e gl el

Material Covered

Week 1 Introduction to MS-Access

Week 2 Tables Design

Week 3 Tables Relationships

Week 4 Forms

Week 5 15t Quiz

Week 6 Queriesl

Week 7 Queries2

Week 8 Mini-Project Projects Evaluation

Week 9 Reports

Week 10 | 2™ Quiz

Week 11 Switchboard and user interface

Week 12 Macro's and VBA

Week 13 | Finalizing Database System

Week 14 | Final-Project Projects Evaluation

Week 15
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Learning and Teaching Resources

wﬁ)dﬂ\} eLuM JJLJ.AA

Text Available in the Library?
[1] Kroenke, David, and David J. Auer. Database concepts.
Prentice Hall, 2013.
[2] Silberschatz, Abraham, Henry F. Korth, and S.

Sudarshan. Database system concepts. 4th edition.

Hightstown: McGraw-Hill, 2002 ISBN 0-07-255481-9.

Required Texts No
[3] Elmasri, Ramez., Fundamentals of database systems /
Ramez Elmasri, Shamkant B. Navathe.—6th ed.,p. cm.
ISBN-13: 978-0-136-08620-8
Bagui, S. & Earp, R (2004). Learning SQL A Step-by-Step Guide
Recommended Using Access®. Addison-Wesley Publishing. ISBN: 0-32-111904
5 No
Texts :
Websites
Grading Scheme
Group Grade _paadl) Marks % Definition
A — Excellent Dlial 90 - 100 Outstanding Performance
B - Very Good [AENRTEN 80 - 89 Above average with some errors
Success Group
C - Good 2 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory Lo gl 60 - 69 Fair but with major shortcomings
E — Sufficient Jsa 50-59 Work meets minimum criteria
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Fail Group FX - Fail (Aallaall a8) ol (45-49) More work required but credit awarded

(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 5
MODULE DESCRIPTION FORM

4,3.».»\).35\ alall —a g C.J}A.a

1. Course Name:

Static Websites Programming

2. Course Code:

CyB 205

3. Semester / Year:

2N year

4. Description Preparation Date:

10/9/2025

5. Available Attendance Forms:

Daily Attendance Sheet

6. Number of Credit Hours (Total) / Number of Units (Total):15

7. Course administrator's name (mention all, if more than one name)

Name: Lamia Ali Abdulzahra
Email:lamia.ali@uobasrah.edu.iq
8. Email: Course Objectives

Course Objectives The objectives of this program are to:
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¢ Build Foundational Web Development Skills
o Provide students with a strong understanding of
HTML, CSS, and JavaScript as the core building
blocks of modern web development.
e Enable Practical Application
o Equip students to design, develop, and publish
functional, interactive, and visually appealing
websites.
e Promote Best Practices
o Develop awareness of web standards, accessibility
guidelines, responsive design principles, and coding
conventions.
e Foster Problem-Solving and Creativity
o Encourage students to apply logical thinking and
creativity in solving design and programming
challenges.
e Prepare for Advanced Learning and Careers
o Lay the groundwork for advanced courses in web
technologies, software development, and related
fields.
o Provide transferable skills relevant to the
professional world, such as teamwork, critical
thinking, and digital literacy.

9. Teaching and Learning Strategies

Strategy The Web Programming | course adopts a variety of teaching and learning
strategies to ensure students develop both theoretical understanding and
practical skills:
1. Lectures (Theory Delivery)
o Provide foundational knowledge of HTML, CSS, and
JavaScript.
o Use multimedia presentations and live coding
demonstrations.
2. Hands-On Laboratory Sessions
o Conduct practical exercises in computer labs to apply lecture
concepts.
o Guide students through coding tasks, debugging, and small
projects.
3. Project-Based Learning (PBL)
o Assign individual and group projects (e.g., building a
personal portfolio site).
o Encourage creativity, problem-solving, and application of
best practices.
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4. Active and Collaborative Learning
o Use pair programming, group discussions, and peer code
reviews.
o Encourage teamwork and knowledge sharing.
5. E-Learning and Online Resources
o Integrate Learning Management Systems (LMS) for
assignments, quizzes, and resources.
o Provide supplementary tutorials, coding sandboxes (e.g.,
CodePen, JSFiddle), and video lessons.
6. Formative Assessments and Feedback
o Use short quizzes, coding exercises, and in-class activities for
continuous evaluation.
o Provide timely feedback to help students improve
progressively.
7. Self-Directed Learning
o Encourage students to explore web development tools,
online documentation, and communities.
o Promote independent problem-solving and lifelong learning
habits.
8. Demonstrations and Case Studies
o Showcase real-world websites and applications to highlight
best practices.
o Analyze case studies of good vs. poor web design and coding

practices.
10. Course Structure
Week Hours | Required Unit or subject Learning Evaluation
Learning name method method
Outcomes
P | it
i + S
1 3 and web Web Programming Lgcture_ Participation
development & Internet Discussion
basics Concepts
Describe HTML | HTML Basics: .
5 3 structure and EIemgnts, Lecture + Quiz + Lab
basic tags Headings, Lab exercises

Paragraphs, Links
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Create structured

web pages with HTML Lists, Lecture + .
o Lab exercises
lists, images, and | Images, Tables Lab
tables
Implement forms | HTML Forms and | Lecture + Lab exercises
and input controls | Input Elements Lab + Quiz
Apply CSS CSS Basics:
styling to HTML | Selectors, tecture ¥ Lab exercises
- ab
elements Properties, Colors
Design page CSS Box Model, Lecture +
gn pag Margins, Padding, Lab exercises
layout using CSS Lab
Borders
Implement
advanced CSS CSS Positioning, Lecture + Lab exercises
styling and Flexbox, Grid Lab + Quiz
positioning
Apply learned Midterm Project: Project- Midterm
concepts in a . Based Project
. Simple Web Page i .
small project Learning Evaluation
. . JavaScript Basics:
Aqd Interactivity Variables, Data Lecture + Lab exercises
with JavaScript Lab

Types, Operators
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Control program -
. JavaScript:
flow using oo Lecture + .
10 . Conditionals & Lab exercises
conditions and Lab
Loops
loops
Manipulate web JavaScript DOM Lecture + .
11 page elements . . Lab exercises
. Manipulation Lab
dynamically
12 ?na:jnij/ﬁig\ggts JavaScript Events | Lecture + Lab exercises
& Form Validation | Lab + Quiz
forms
Apply functions | JavaScript
: . + .
13 and arrays in Functions & Lecture Lab exercises
; Lab
JavaScript Arrays
Integrate HTML, . .
CSS, and Capstone Project Project Project
14 L Based Progress
JavaScriptin a Development . .
. Learning Evaluation
full project
Present final Capstone Project . Final Project
- . Presentation .
15 projects and Presentation & . ) Evaluation +
" . . + Discussion .
review all topics | Course Review Participation

11. Course Evaluation

Continuous Assessment: Quizzes and lab exercises are conducted weekly to
provide timely feedback and track progress.

Project-Based Assessment: Both midterm and final projects assess students’ ability
to integrate theory into practical web development tasks.

Participation: Students are encouraged to actively engage in labs, discussions, and
peer reviews.
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e Flexibility: Evaluation methods may be adjusted to suit online or blended learning

environments, ensuring fairness and accessibility.

12. Learning and Teaching Resources

Required textbooks
(curricular books, if

any)
Main references "JavaScript for Modern Web Development: Building a Web
(sources) Application Using HTML, CSS, and JavaScript"
Publisher: Skillsoft, 2020
Overview: Complete guide for learning web development from
basics to building a web application using HTML, CSS, and
JavaScript.
Recommended "JavaScript: The Definitive Guide, 7th Edition"
books and Author: David Flanagan

references (scientific
journals, reports...)

Publisher: O'Reilly Media, 2020
Overview: Complete reference for JavaScript covering the latest
features and best practic

Electronic W3Schools
References, Description: Educational website with interactive tutorials and
Websites examples for HTML, CSS, and JavaScript.
Link: W3Schoos
Module 6

MODULE DESCRIPTION FORM

@u\‘)ﬂ\ alall Sag CJ)A.I

Module Information
:\:\M\Jﬂ\ 3Ll LLILAJLLA

Module Title Arabic Language Il Module Delivery
Module Type Support XTheory
XLecture
Module Code UOB204 CLab
[(dTutorial
ECTS Credits 2 CPractical
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SWL (hr/sem) 50

OSeminar

Module Level

Semester of Delivery

Administering Department College

Module Leader eblS b s o s e-mail

Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor e-mail

Peer Reviewer Name e-mail

Scientific Committee Approval

Date

Version Number

Relation with other Modules

AN Al 5l 3) gall ae A8)

Prerequisite module

e Lyl o pall 5 Ayl 33l gl (AUl 30l 238 raa 53
Liad g o€ Ayl Aadl) panl ol ) Adlia) ¢ oyl Ll a8l | Semester
RN

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

40L5 Y il sinall g aledil) g2l g Al yal) salall Cilaa

Module Objectives

Al Hall 3alal) Calaal

sl Al (o) Apna¥1 5y sl A8 Apaii g elgalal 5 A yad) A3l (8 dpuliall e sleall 5 Cajlaall dallall LS
@l e Ul GlaS) ) Ala) cadl) 5 Aalll cillae b alad) Canall <l g 30303 SIS 5 (55 58 5l () smanila
s ad) b5 cpally Ada yall Ay yall agiad sad DUl (sal Al asill 5 lalas¥) Apahi g6 aailly el
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Module Learning
Outcomes

a5l 5alall Alal) il e

u'aa__lal_'m\ cum‘dﬂﬁ)&d\jﬂ\)\.@\wkwﬁ}hé}uﬁy@)ﬂ\w\ B:Ld(da_ﬂ\ Q\AJM

bkl o8 Al 3 oLl dmy A ) aladll s 3

Aoyl Balll sale & AUSH Al ac) gl ~ pie]

s Blgar Ay galll o jlaal) Gk

asall alla A Lebaxtion Al Aasall G gaaill 5 4 salll ST Jlas-3
4l Aoyl cUadW) dallas-g4

Indicative Contents

Aali Y @l sindl)

Legea 5y salll i jlaall y shail sayan (381 idl Lo gae acinall ol i1y A yell 43dl) yiig

Apall AR G5 e 8 Lasa 5 sl s i 5 e e il 4nl 55 31 ddlidal) cibpaall 2

el ilee 3 la e 5 < JEVIS sl Jlai¥) Qi s e 32031 -3

Learning and Teaching Strategies

abaill  alall ilin il i

Strategies

A_A:“ASS d&.u U_’\)..'ala..d\ a1
.)i)UzJJ‘ 2&)[/5-2
ngll O Lieel) a5 99 53Lal) Alball o] (Ske 48 ya) ik gy Atiblio-3

) Gaia¥) g ol Hall meiall & el lilatial g () 5S) A g Dlilatal-4

Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)

dhadll P llall alaiial) ul Hal) Jasll Lo sl allall skl ol jall Jeall
Unstructured SWL (h/sem) Unstructured SWL (h/w)

Juadll DA Qllall alaiidl yie ool jall Jaal) Lo saul Callall alitiall e ol Hall Jaal)
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Total SWL (h/sem)

Joadl) I lLall I pall Jaa

Module Evaluation

Al Hall Balal) anss
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 15% (15) 5and 10 LO #1, #2 and #10
Formative
Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment
Report 1 15% (15) 13 LO #5, #8 and #10
Cur e Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment [ cina) Exam 3hr 50% (50) 16 All

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

bl o gl Zleiall

Material Covered

Week 1 | 4alll ag¢da
Week 2 | Wilddy dal) Loaal
Week 3

1 alal) elhaeaal)
Week 4 | 2 alall mlhaall
Week 5 | 1 aabeall
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Week 6 | 2 aalzal)

Week 7 dagll) pas

Week 8 | dlagill yae g,

Week 9 3\.:.'44.'\51 ras )

Week 10 | (&l p<dduy)

Week 11 | (& pdduy) A

Week 12 | & &dud) ol

Week 13 | &

Week 14 | JsS

Week 15 | Al oladal)

Week 16

Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Week 1

Week 2

Week 3

Week 4

Week 5

Week 6

Week 7
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Learning and Teaching Resources

wﬁ)ﬂb (Jd\ JJLAA

Text Available in the Library?
Required Texts oAl QAW o e il Ol e Jiie ol =
Recommended
Texts
Websites
Grading Scheme
Group Grade _paail) Marks % Definition
A - Excellent bl 90 -100 Outstanding Performance
B - Very Good [EEQRTEN 80 -89 Above average with some errors
Success Group
C - Good RYEN 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory L sia 60 - 69 Fair but with major shortcomings
E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aalladll 28) iy | (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Curriculum for the second Year, Second Semester.

Module 1

MODULE DESCRIPTION FORM

M\Jﬂ\ SJM‘ LJ.;AJ CJJAJ

Module Information
mba&\ paldl) C'_\LQJXM

Module Title ObJeCt Oriented Programmmg I Module Delivery

Module Type Core
XTheory

Module Code CyB206 Cllecture
XLab

ECTS Credits 7 ETutor.lal
OPractical
[OSeminar

SWL (hr/sem) 175

Module Level 2 Semester of Delivery 2

Administering Department CyB College CSIT

Module Leader E-mail

Assist Prof PhD

Module Leader’s Acad. Title Module Leader’s Qualification

Module Tutor Name (if available) E-mail E-mail

Peer Reviewer Name Name E-mail E-mail

Scientific Committee Approval .

16/2/2025 Version Number 1.0
Date
Relation with other Modules
LAY Al all ol gall ae 8
Prerequisite Module Object-Oriented Programming | Semester 1
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Co-requisites Module Semester

Module Aims, Learning Outcomes and Indicative Contents

L5 Y1 il ginall g alail) il g gl Hal) 5ol Calaa

Module Objectives 1. Understand advanced Object-Oriented Programming (OOP) concepts and
techniques.

2. Develop efficient and modular Python programs using OOP principles.

3. Apply OOP in real-world applications, including GUI and file handling.

4. Enhance problem-solving skills using Python’s OOP capabilities.

JandHall salall Calaal

Explain the principles of Object-Oriented Programming.
Implement classes, objects, attributes, and methods in Python.
Utilize inline functions (lambda) inside classes.

Work with arrays of objects and pointers to objects.

Apply friend functions in Python.

Overload operators using member functions.

Implement various inheritance types, including multiple, multilevel,
hierarchical, and hybrid inheritance.

Al 53 8aall aleill s j3e | g Use method overriding for polymorphism.

9. Demonstrate composition and aggregation in class relationships.
10. Perform file handling operations in Python.

11. Develop GUI applications using Tkinter.

Module Learning
Outcomes

Nk W=

. Review of OOP concepts.
. Creating inline functions inside a class (lambda functions).
. Working with arrays of objects and pointers to objects.
. Friend functions in Python.
. Advanced operator overloading techniques.
. Implementation of various types of inheritance.
. Method overriding for polymorphism.
. Composition and aggregation in OOP.
. File handling in Python.
10. GUI programming using Tkinter.

Indicative Contents

aal LY il siadl)

O 01NN R W

Learning and Teaching Strategies

adlal) g ol Cla i jind

The main strategy that will be adopted in delivering this module is to encourage
Strategies students’ participation in the exercises, while at the same time refining and expanding

their critical thinking skills. This will be achieved through classes and the lab, interactive
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tutorials, and by considering types of simple experiments involving some sampling
activities that are interesting to the students.

Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)
77
Jeaill A Ul dsiall ol Jal) Jaal Lo paud Clldall plasial) ol jall Jasl
Unstructured SWL (h/sem) Unstructured SWL (h/w)
98

Joadl) IS Ll pliiall e ol al) Jaal

Lo saul calldall aliiiall pe ol 5ol Jaall

Total SWL (h/sem)

175
Juadll P Qllall K ol jall Jeall
Module Evaluation
:\...y.ub.l“ XA ?‘17393
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes
2 10% (10) 5and 10 LO #1, #2 and #10, #11
(Theoretical)
Formative Participation 1 10% (10) 2and 12 | LO #3, #4 and #6, #7
Assessment
Quizzes (Lab) 2 10% (10) Continuous | All
Project 1 10% (10) 13 LO #5, #8 and #10
R Midterm Exam 1lhr 10% (10) 7 LO #1 -#7
Assessment | ool Exam 3hr 50% (50) 16 All
Total Assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)

bl o sl Zleial)

Material Covered

Week 1 Review of OOP Concepts: Introduction to Class Fundamentals
Week 2 Creating Inline Functions Inside a Class (Lambda)

Week 3 Arrays of Objects (Classes)

Week 4 Pointers to Objects (Classes)

Week5 | Friend Functions

Week 6 Operator Overloading (advanced)

Week 7 Operator Overloading Using Member Functions (advanced)
Week8 | Mid-term Exam

Week 9 Inheriting Multiple Base Classes

Week 10 | Method Overriding in Python Inheritance

Week 11 | Myltilevel Inheritance

Week 12 | Hierarchal and Hybrid Inheritance

Week 13 Composition and Aggregation

Week 14 | Fjle handling

Week 15 | [ntroduction to Tkinter

Week 16 | Exam

Delivery Plan (Weekly Lab. Syllabus)
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Material Covered

Week 1 Implement class (and instance) with attributes and methods.

Week 2 Exercises on creating Inline Functions Inside a Class (Lambda).
Week 3 Implementing examples by using Arrays of Objects (Classes)

Week 4 Implementing examples on Pointers to Objects (Classes)

Week 5 Exercises on Friend Functions

Week 6 Implementing examples Operator Overloading (advanced)

Week 7 Exercises on Operator Overloading Using Member Functions (advanced)
Week 8 15t Quiz

Week 9 Implementing examples of Inheriting Multiple Base Classes

Week 10 | Implementing examples of method Overriding in Python Inheritance
Week 11 | Implementing exercises on Multilevel Inheritance

Week 12 | Implementing hierarchal and Hybrid Inheritance

Week 13 | Exercises in Composition and Aggregation

Week 14 | 25t Quiz

Week 15 | Implementing File handling

Week 16 | Implementing examples on Tkinter

Learning and Teaching Resources

w‘)dﬂ\j (‘Jaﬂ‘ JJLAA

Text

Available in the Library?

Required Texts

Python Object-Oriented Programming - Fourth Edition,
Steven F. Lott, Dusty Phillips, 2021.

No
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- Fluent Python, Luciano Ramalho, 2015.
Recon i - "Object-Oriented Python: Master OOP by Building
Texts Games and GUIs", Irv Kalb, 2022. No
Websites
Grading Scheme
Group Grade Pl Marks % | Definition
A — Excellent Dlal 90 - 100 Outstanding Performance
B - Very Good [AENRTEN 80 -89 Above average with some errors
Success Group
C - Good RYES 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory Jous gl 60 - 69 Fair but with major shortcomings
E — Sufficient Jsa 50-59 Work meets minimum criteria
Fail Group FX - Fail (Allaall 28) ol y | (45-49) More work required but credit awarded
(0-49) F - Fail al (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Module 2
MODULE DESCRIPTION FORM

M\Jﬂ\ 3aldl) Sag CJJAJ

Module Information
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mbﬂ\ 3aldl) C"_Q\AJLLA

Module Title Algorithm design and Analysis Module Delivery
Module Type Core XTheory
Module Code CyB207 El.fac;ure
ECTS Credits 6 IZITutor.iaI
OPractical
SWL (hr/sem) 150 [ISeminar
Module Level 2 Semester of Delivery 2
Administering Department CyS College CsSIT
Module Leader Athman Dhiya Abdulsatar e-mail athman.dhiya@uobasrah.edu.iq
Module Leader’s Acad. Title Asst. lec. Module Leader’s Qualification
Module Tutor Name (if available) e-mail
Peer Reviewer Name e-mail E-mail
SDcaitt-::tific Committee Approval Version Number
Relation with other Modules
6 AV A 5ol ) sall ae A8l

Programming Fundamentals
Prerequisite module Discrete Mathematics Semester

Data Structures
Co-requisites module Semester

Module Aims, Learning Outcomes and Indicative Contents

Ll Y iy sinall g alaill il g Al Hall salall Calaal

Module Objectives 1. Understand Fundamental Concepts:

Al 3okl Calaal

To provide students with a solid understanding of the fundamental concepts
of algorithm design and analysis, including time and space complexity,
asymptotic notation, and algorithmic paradigms.
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2. Develop Problem-Solving Skills:

To equip students with the ability to design and analyze efficient algorithms
for solving real-world problems.

3. Enhance Programming Proficiency:

To improve students' programming skills by implementing various
algorithms and data structures.

4. Prepare for Academic and Professional Challenges:

To prepare students for advanced studies in computer science and for
professional roles that require strong algorithmic problem-solving skills.

Module Learning
Outcomes

Aol pall 3alell aladl) s j3a

Upon successful completion of this course, students will be able to:
1. formulate computational problems precisely and design appropriate

algorithms.

2.

3. Apply standard algorithmic paradigms such as divide-and-conquer, greedy
methods, and dynamic programming.

4.

5. Analyze time and space complexity using asymptotic notation.

6.

7. Prove algorithm correctness using rigorous mathematical reasoning.

8.

9. Design and analyze graph algorithms for real-world problem settings.

Indicative Contents
Ll LY il siaall

The course covers the fundamental principles and methodologies of algorithm design and
analysis, with emphasis on correctness, efficiency, and applicability. Indicative topics include,
but are not limited to, the following:

The nature and role of algorithms in computer science, including formal definitions, problem
abstraction, and algorithmic modeling. Introduction to computational efficiency and the
distinction between algorithm design and implementation.

Asymptotic analysis of algorithms, including worst-case, average-case, and best-case
performance. Use of asymptotic notations (Big-O, Big-Theta, Big-Omega) to compare
algorithm growth rates and assess scalability.

Divide-and-conquer techniques, including recursive problem decomposition, recurrence
relations, and the Master Theorem. Applications to fundamental algorithms such as binary
search, merge sort, and fast arithmetic algorithms.

Greedy algorithm design, focusing on the greedy-choice property and optimal substructure.
Formal proof techniques for greedy correctness. Classical applications including interval
scheduling, Huffman coding, and minimum spanning tree algorithms.
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Dynamic programming methodology, including problem decomposition, state definition, and
transition formulation. Bottom-up and top-down approaches. Classical problems such as the
knapsack problem, longest common subsequence, and sequence alignment.

Graph algorithms, including graph representations, traversal techniques (breadth-first search
and depth-first search), and analysis of correctness and complexity.

Advanced graph problems, including shortest path algorithms, network flow, and bipartite
matching. Introduction to maximum flow algorithms and their applications.

Computational complexity theory fundamentals, including polynomial-time computation,
reductions, and the classification of problems into complexity classes. Introduction to NP-
completeness and its implications for algorithm design.

Learning and Teaching Strategies

bl 5 alal) i) i

Strategies

To achieve the module objectives and learning outcomes, a variety of teaching and
learning strategies will be employed. These strategies are designed to cater to different
learning styles, promote active engagement, and ensure a deep understanding of the
material.

Student Workload (SWL)

Structured SWL (h/sem) Structured SWL (h/w)

Joadl) I8 U piall ol 5l Jan Loy QLRI Bl ol 5ol Jaal
Unstructured SWL (h/sem) Unstructured SWL (h/w)

duadl) A Qlall alatial) e ol Hall Jasl) e sad Calldall alsiiall e o Hall Jaal)
Total SWL (h/sem) 175

Gl I8 llall ISl 51 Jaal

Module Evaluation
:\ﬁ*“\‘)ﬂ\ 3alall (u:\s.a

Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
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Quizzes 1 10% (10) 5
. Assignments 1 10% (10) 3
Formative
In class
assessment . 1 10% (10) 9
Assignments
Report 1 10% (10) 13 All
Summative Midterm Exam 1lhr 10% (10) 7o0r8
assessment Final Exam 2hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Lﬁ)m\ ‘;c)euﬁ” GL@.&A\
Material Covered
Week 1 Introduction to Algorithms
Week 2 Mathematical Analysis of Algorithms
Week 3 Divide-and-Conquer
Week 4 | Advanced Divide and Conquer
Week 5 Greedy Algorithms — Theory
Week 6 Review
Week 7 Mid Exam
Week 8 | Greedy Algorithms — Applications
Week 9 Dynamic Programming — Foundations & Classical
Week 10 | Advanced Dynamic Programming
Week 11 | Graph Algorithms
Week 12 | Graph Algorithms
Week 13 | Seminar
Week 14 | Report discussion
Week 15 | Report discussion
Week 16 | Exam
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Delivery Plan (Weekly Lab. Syllabus)
DAl e gu) el

Material Covered

Week 1

Week 2

Week 3

Week 4

Week 5

Week 6

Week 7

Week 8

Week 9

Week 10

Week 11

Week 12

Week 13

Week 14

Week 15

Learning and Teaching Resources
LHJ'S'“\J (—Jaﬂ\ JJLAA

Text Available in the Library?

Required Texts Algorithm design / Jon Kleinberg, "Eva Tardos.—1st ed. No

Cormen, T. H., Leiserson, C. E., Rivest, R. L., & Stein,

C. Introduction to Algorithms, 4th ed., MIT Press, 2022.
Recommended .

Skiena, S. S. The Algorithm Design Manual, 3rd ed., No
Texts Springer, 2020
Websites https://www.geeksforgeeks.org/dsa/dsa-tutorial-learn-data-structures-and-algorithms/
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Grading Scheme

Group Grade sl Marks % | Definition

A — Excellent Dbl 90 - 100 Outstanding Performance

B - Very Good [SENRTEN 80-89 Above average with some errors
(S:gtiefgoc)iroup C - Good 2 70-79 Sound work with notable errors

D - Satisfactory b gl 60 - 69 Fair but with major shortcomings

E — Sufficient Jsia 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadlaall 08) i ) | (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic

rounding outlined above.

Module 3

MODULE DESCRIPTION FORM

Al Hall Balal) Coaia g 73 g

4:\»:\)33\ saldll Q\.A}Lt.q

saa gll ) gic Dynamic Websites Programming Aaalal) 3Ll Jlayl 3ok
sasagll ¢ 9 | Basic ok e
) Qe da gide O palaa @
Codeg s CyB208 S J*‘“
Gl yhida @
Ga badiadl Slelidl | Lale 21 o
SWL (hr/sem) | 100 e ljin o
Al all A ) ) sl Jead 2
@Y anidl) Sl Y 4 il sbaal) a5l 635 5 o il o gle 41
Balall a2 oage Gmallae o ) e-mail | raad.muhajjar@uobasrah.edu.iq
358
coalall il L i gall psle )5
: o gl
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sala (e e

REPTY e-mail

E-mail

‘)JLAAA.“

RENPNY e-mail

E-mail

Agalall Al 880 ga o 5

‘)L\A.a\)“ (.é‘)

AV Al Jall ) sall e A8l

Bas 5l Al bl

AL 3 sl pars
A sl ol ) sl

Js¥

G AY) saa gl cllhie

2o | o Jeadl

Aol Y il sinall g alal) il g Al jall 3alall Calaa

Jau) all sald) Calaal

ASaalipall adl) sall 5 AN a8 gall (10 (5 A agd

JavaScriptelaaiul Saalial) of glul) 3é5

a1 dallaa 5 (DOM) atiasall (S 23 503 e il
Node.jsplaaiuly adlall dga cliphi ol

Leila)s MySQL ity ae ) sis Juaiy)

Alal) dgal ol ae daale¥) dga) ol e JOA (o ASaling ikt oLy

Aol Hall alall aladl) Sl j3a

JavaScriptalaaisl 4Sdin (s Cladia aaal
JavaScriptal2aiuh dase pll malia Gakas
DOMplaainls cusll Claiin jalic b Sail
Node.jsplaaiuly adlall dga cliphai gl
MySQLe\Ai-"w\-.' ALkl 2o 8 Glilee 16t
LA dga) 5l e Apalal) g sl il 58 e

S s Lo~
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alaill g alasl) cilias] i

Ay gll) (g gall g &) uaalaalle
) 1y gl gl pe Al 55 puilall A 5l Ao g b Bl A 1l asaliall oo
daudatl) dlanl) <l yuidialle
el s bt o Uy (8 Adlall G g shail Ayl o paliiss lae Gy 4 58

Adela
&L\\:\;,ﬁ\)imy\ “ 4 - » e -
i gtail) aladll g o Llial) Jo allBl) alaille
Jaall (3 gus 3 iiial) y shaill i 1SLaal e Lo s B3 e JLhe 8 Al )
dan) ) 3l g paiisal) anlille
Lo sanld 10 0 guna Cllall ) all Jaal)
64 4
ol J3a Ul aliall asl yall Jaall e sal Callall altiall sl ) Jaall
36 e sand Cllall alitiall e ol Hall Jaal) 2
Geail) JSA Qllall aliiiall pe sl Hal) Jaal
100
Seal) A llall S a5l Jaal)
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:&,p.ub.ﬂ\ saldl) a.us'j

2aall/cd o) sl /(o) sV) by Aal) el alal) il
4ae g Ol sl 1 %10 10 =5 | LO #1, #2 and #10, #11
Glaal 1 %10 12 <2 LO #3, #4 and #6, #7
ssSll aasl)
& 5 el 1 %10 i All
28 1 %10 13 LO #5, #8 and #10
Cauaill Claial delu 2 %10 7 LO #1 - #7
el apl
el sl el 3 %50 16 All
<l il SN & ganall <l %100
@B e sl i)
Leadaiy 1 3 5l
L) | Gl Cugl asana 3 dadia
2¢ sua) Culall Cay sl ananai dxal ye (lauld HTML 5 CSS s JavaScript)
3 & o) <l JavaScript
4 & suaY) (llall 5 L 5 1) ASal) JSLa
5 syl Gl iall i s Jsall (Scope)
6 ¢ ¥ | sl g i giadl)
Tg s e Jalaill DOM il 5
8¢ sl aall — Jaasl) aalis (Client=Server)
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9¢ s

& 4e3ie Node.js

10g ss¥) Node.js &= MySQL (<l el & cilulul)
Hg =Y | Node.js e MySQL (<2l ae) & i)
128 s¥) | iy 2e) 8 cllee MySQL #l233ub Node. js (<llee CRUD)
13 s¥) | iy 20l 8 clilee MySQL alaaiul Node.js (<blee CRUD)
14g sl | gl g 5 il das
I5g sw¥) 1 sl ety

Al o s zlgiall

il Lo e 0 3

1 saa) daal e g 5 4 HTML 5 CSS
28 saY) ool JavaScript
3¢ sy & daladll alea DOM
4% s 45« » Node.js
5¢ sy Glily 2o 8 cllee MySQL
6g se) JalS Saaliny (ke
7g s oaokd JavaScript

u.ui)dﬂ\} (‘J:ﬂ\ _)JL.AA
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adl ) b jigia

1. Duckett, J. JavaScript and JQuery: Interactive Front-End

Web Development
ol sl 2. Flanagan, D. JavaScript: The Definitive Guide Available in the
i ¥ 3. Node.js Official Documentation electronic library

MySQL Official Documentation

Web Development with Node & Express — Ethan
BrownNode.js Web Development — David Herron Available in the

| aadll
s Node Cookbook — Bethany Griggs electronic library

MDN - Express / Node.js Learning Path
S9SN A8 g Official Node.js Documentation (General Reference)
Community / Learning Lists (GitHub Node Books Collection)

e sanall Grade il % Slaoall |y )

(S ) | il 90 - 100 e elaY)

[ ha 80 - 89 slla¥) Gany ge Jassiall (1o e
claill de sana :

() z ATEN 70-79 i gale eladl as als Jec
100(-50)

(e )2 Lo i 60 - 69 3 S Cise ae (Sl Ao sie

J ssia - J siia 50-59 el (e (Y1 asd) ol elaY)
Jidll de sana (Fsm) Jadl (Aalladd) 28) | (45-49) OV i a3 (815 Jarl (o 3y 3all o sllae
49(-0) @ gm M) ) (0-44) gladll clllaie Jal agall g Jeall (e 2 jall 2lisg

o o) V) 5 AoV ALK Aadladl ) 0.5 (e 8 ol e b &y il GSLYT (i s CilaDlal) rllias
el axe Al dadall 51 54 I 54.4 dedlall cuy j8 s Lain 55 (I 54,5 dedlall 585 aans ¢ JE)
N () oS Ala (ledtall) dedlall Lgaiad Al cladlall e dua sl Joamill (8 131 "y jall ~ il Jis" e

_c).ci @4},«3\ LSJLS.EM
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Module 4

MODULE DESCRIPTION FORM

4,3.»:\‘)&5\ alall —a g CJ}@

Module Information
deasly ) Balell iloglas

Module Title Cyber Security Principles Module Delivery
Module Type Core Theory
e G Lecture
odule Code CyS109 X Lab
ECTS Credits 6 O Tutorial
[ Practical

SWL (hr/sem) 150 O Seminar
Module Level 1 Semester of Delivery 1

Coll fC ter Sci d
Administering Department CyS College © egeg omputer science an

Information Technology
Module Leader Name e-mail E-mail
Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval Date 01/10/2023 Version Number 1.0

Relation with other Modules
S>3 duayll 5l gall xo A8

Prerequisite module None Semester
Co-requisites module None Semester




Module Aims, Learning Outcomes and Indicative Contents

LolapYl Sbgimally @ladll 785 g dwhl salall Colua]

Module Aims

Gl Bolall Calua

The aim of this course is to equip students with a strong foundation in cybersecurity
principles and practices. By the end of the course, students will have a deep
understanding of cybersecurity concepts, be able to recognize and mitigate common
security threats, and appreciate the ethical and legal aspects of cybersecurity.

Module Learning
Outcomes

Boledd @il Ol y e
Aoyl

By the end of this course, students will:

8. Understand Cybersecurity Fundamentals: Gain a strong foundation in
cybersecurity principles, terminologies, and concepts.

9. Identify Security Threats: Recognize common cybersecurity threats and
vulnerabilities.

10. Implement Security Measures: Learn practical strategies and tools to
secure digital systems and networks.

11. Analyze Security Incidents: Develop skills to investigate and respond to
security incidents.

12. Promote Cybersecurity Awareness: Understand the importance of
cybersecurity in today's digital world and promote best practices.

13. Incident Response and Recovery: Students should be capable of
developing and implementing an incident response plan, as well as
understanding the steps involved in responding to and recovering from
cybersecurity incidents.

14. Legal and Ethical Considerations: Students should have an awareness of
the legal and ethical aspects of cybersecurity, including compliance with
relevant laws and regulations, ethical hacking, and the consequences of
cybercrimes.

Indicative Contents
&:uuu)}l\ C)lfﬁiaaj\

The indicative contents of the "Cyber Security Principles" course include an introduction
to cybersecurity fundamentals, exploration of the cyber threat landscape, information
security principles, network security, cryptography, access control and authentication,
incident response, and legal and ethical considerations. These topics collectively provide
students with a holistic understanding of cybersecurity concepts and practices.

Learning and Teaching Strategies

adailly elasll &bl il

Strategies

The course employs a combination of teaching strategies, including lectures, interactive
discussions, hands-on labs, and group projects. These strategies foster active
engagement and practical application of cybersecurity principles, ensuring students
grasp theoretical concepts while gaining valuable real-world experience. Additionally,
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guest lectures by industry experts and participation in cybersecurity-related events
enhance students' exposure to current industry practices and challenges.

Student Workload (SWL)
Il L"swaJ\ o
Structured SWL (h/sem) 49 Structured SWL (h/w) 35
dradl I I wlatioll quhyldl Jassl b gl CIUal) olatinll (qulyddl ol
Unstructured SWL (h/sem) 26 Unstructured SWL (h/w) c
duadl I (Il whatiall p gubyldl Josel be gl Uall platinll pe (ol Josdl

Total SWL (h/sem)
il I35 CIUal) S oyl Jass

125

Module Evaluation

Ayl 8oLl Ol

Time/Nu . Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 10% (10) 5,10 LO#1, 2,3
Formative Assighments 2 10% (10) 2,12 LO#3,4,6
assessment Projects / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO#5,7
Summative Midterm Exam 2 hr 10% (10) 7 LO# 1-7
assessment Final Exam 2 hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
Material Covered
Week 1 Introduction to Cyber Security
Definition and importance of cybersecurity.
Week 2 Historical development and evolution of cyber threats.
Ethical and legal considerations in cybersecurity.

136




Week 3 Cyber Threat Landscape
Types of cyber threats (e.g., malware, phishing, DDoS attacks).

Week 4 Understanding threat actors and motivations.

Week 5 Information Security Principles
Confidentiality, integrity, and availability (CIA triad).

Week6 | security policies, standards, and guidelines.

Week 7 Network Security
Network security basics.

Week 8 Firewalls, intrusion detection systems (IDS), and intrusion prevention systems (IPS).

Week 9 Cryptography
Principles of encryption and decryption.

Week 10 Cryptographic algorithms and protocols.

Week 11 | Access Control and Authentication
User authentication methods (e.g., passwords, multi-factor authentication).

Week 12 | pole-based access control (RBAC) and permissions.

Week 13 | Security Incidents and Response
Identifying and responding to security incidents.

Week 14 | peyeloping an incident response plan.

Week 15 Final Review and Examination

Delivery Plan (Weekly Lab. Syllabus)

Material Covered

Lab1: Introduction to Lab Environment

Week 1

Setting up the lab environment
Week 2 Lab 2: introduction to lab tools and resources.

Lab 3: Vulnerability Assessment (Aligned with Cyber Threat Landscape)
Week 3

Conducting vulnerability scans.

Week 4 Lab 4: Identifying and prioritizing vulnerabilities.

Lab 5: Network Monitoring (Aligned with Network Security)
Week 5
Monitoring network traffic and anomalies.

Week 6 Lab 6: Analyzing network logs and events.

Week 7 Lab 7: Ethical Hacking (Aligned with Ethical Hacking)
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Introduction to ethical hacking.

Week 8 Lab8: Performing ethical hacking exercises.

Week 9

Lab9: Incident Response (Aligned with Security Incidents and Response)

Developing an incident response plan.

Week 10 | Lab10: Identifying, analyzing, and mitigating security incidents.

Week 11

Lab11: Security Solutions (Aligned with Security Solutions)

Configuring and deploying security solutions (e.g., firewalls, intrusion detection systems).

Week 12 Lab12: Conducting security assessments.

Week 13 Lab13: Group Projects (Aligned with Various Topics)

Week 14 Lab14: Collaborative group projects on cybersecurity scenarios.

Week 15 Lab15: Final Lab Review and Assessment (Aligned with Final Review and Examination)

Learning and Teaching Resources
oyl @ladl jobae

Text Available in the Library?
“Cybersecurity: Principles and Practice" by William Stallings
Required Texts and Lawrie Brown No
"Introduction to Computer and Network Security: Navigating
Recommended Texts Shades of Gray" by Timothy Shimeall and Jonathan Spring: No
Websites
Grading Scheme
ol Ul Sl
Group Grade il Marks (%) | Definition
A - Excellent Sl 90 - 100 Outstanding Performance
B - Very Good [SESNVES 80 -89 Above average with some errors
(S:g(iels(s)group C-Good NVES 70-79 Sound work with notable errors
D - Satisfactory lawgin 60 - 69 Fair but with major shortcomings
E - Sufficient Jgade 50-59 Work meets minimum criteria
Fail Group FX — Fail (Adlaadl 0d) cly | (45-49) More work required but credit awarded
(0—49) F — Fail sy (0-44) Considerable amount of work required
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Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 5
MODULE DESCRIPTION FORM

Al Hall Balall Coa g 73 g

Module Information
Ayl 8aladl Ologlas

Module Title Crimes of the Former Ba'ath Party Module Delivery
Module Type Support
o PP XTheory
XLecture
Module Code UOB 202
[lLab
CITutorial
ECTS Credits 2 CPractical
[Seminar
SWL (hr/sem) 50
Module Level Semester of Delivery
Administering Department College
Module Leader | (aws (As ) .0 .0 e-mail zainab.alii@uobasrah.edu.iq
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor e-mail
Peer Reviewer Name e-mail
SDCaI::tIfIC Committee Approval Version Number
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Relation with other Modules

3 dawlyll sl gall o A3

This course emphasizes to students the necessity of
adhering to ethical principles in teaching this
knowledge-based subject, which must be passed on to
current and future generations. It focuses on studying
and teaching a period in Iragi history known for

Prerequisite module violations of human rights, committing crimes against | Semester
humanity, and being notorious for mass graves and
genocides.

Co-requisites module None Semester

Module Aims, Learning Outcomes and Indicative Contents
LolinYl Sbgizally pladll g5 dshyll 85l LSl

The importance of the curriculum lies in exposing students to the crimes committed
Module Objectives against Iraqi scholars, including religious figures who opposed the Ba'ath Party, the
suppression of the Shiite uprising, and the crimes against the Turkmen, particularly in
the 199th District of Kirkuk Governorate, which included forced displacement, land
confiscation, and annexation to other governorates. It also covers cross-border crimes
that led to external wars against neighboring countries such as Iran and Kuwait.

)yl Baledl Colua

Module Learning
Outcomes

5alall @ladl ol e
LW

This represents a missing research-based knowledge gap in Iraqi studies, concerning
Indicative Contents more than three decades during which the Ba'ath Party ruled Irag and committed

Aol Y ©bgisall significant human and political crimes. The material is presented to students for direct
discussion through question-and-answer methods.

Learning and Teaching Strategies

eddatlly edal ol el
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Strategies

Lectures on the subject delivered in paper format.

Delivering lectures in a detailed and comprehensive manner.

3. Assigning periodic reports and homework on the main topics of the
course.

4. Daily discussions to assess students’ understanding of the material and
to evaluate daily participation.

5. Daily quizzes, monthly exams covering the curriculum, and a final

exam.

N —

Student Workload (SWL)
le guael 10 J O guumma LIl gyl Jozel

Structured SWL (h/sem) Structured SWL (h/w)

Jad)l I CJlall elasial) (qwlydl o) bee guessl IUal) @atiall gyl Joell
Unstructured SWL (h/sem) Unstructured SWL (h/w)

duadl I3l LIl elaziadl a golyldl Jood! be gl (Il eaiiall & (gulyl Josnll

Total SWL (h/sem)

il s el S g ll Jass)

Module Evaluation

Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10
Formative
Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment
Report 1 20% (20) 13 LO #5, #8 and #10
Summative Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
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Syl £ )l Zlghol]

Material Covered

Week 1 Section One: Descriptive Overview of Political Systems in Iraq (1921-2003)

Week 2 Section Two: Violations of Rights and Public Freedoms by the Ba'athist Regime

Week 3 Section Three: Impact of the Ba'athist Regime’s Behavior on Society

Week 4 Section Four: Effects of the Transitional Period in Combating Authoritarian Policies

Week 5 Psychological and Social Aspects

Week 6 Religion and State

Week 7 Culture, Media, and the Militarization of Society

Week 8 First Exam:

Week 9 Impact of Wars on the Environment and Population

Week 10 | Use of Internationally Prohibited Weapons and Environmental Pollution

Week 11 | Scorched Earth Policy

Week 12 | Draining of Marshes and Forced Migration

Week 13 | Destruction of Agricultural Environment

Week 14 | Mass Graves and Bombing of Places of Worship

Week 15 Final Exam

Week 16 | Section One: Descriptive Overview of Political Systems in Iraq (1921-2003)

Learning and Teaching Resources
oeddly @laddl Hobao

Text Available in the Library?
Required Texts Yes
Recommended
Texts
Websites

Grading Scheme
Ol lalaseo
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Group Grade yodaxd| Marks % | Definition

A - Excellent Sl 90 - 100 Outstanding Performance

B - Very Good B geve 80 -89 Above average with some errors
(S:gtiefgoc)iroup C - Good RVES 70-79 Sound work with notable errors

D - Satisfactory Jawgin 60 - 69 Fair but with major shortcomings

E - Sufficient Jgutn 50 -59 Work meets minimum criteria
Fail Group FX — Fail (A leodl W8) wsly | (45-49) More work required but credit awarded
(0-49) F - Fail sl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 6
MODULE DESCRIPTION FORM

@u\).ﬂ\ alall —a g C.J}A.a

Module Information
3.:\.;»\)..\]\ alall L-\LAJ&’.A

Module Title English Il Module Delivery
Module Type Basic XTheory
Module Code CyB 111 ClLecture
ECTS Credits 3 [lLab
CTutorial
SWL (hr/sem) 75 DPractical
[ISeminar
Module Level 1 Semester of Delivery 2
Administering Department CyB College CSIT
Module Leader e-mail
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Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor e-mail

Peer Reviewer Name e-mail

Scientific Committee Approval

Date PP / /2023 Version Number 1.0

Relation with other Modules

6 DAY Aul Al ) sall e 48Dl

Prerequisite module CyB105

Semester

Co-requisites module None

Semester

Module Aims, Learning Outcomes and Indicative Contents

als

Yl sinall 5 aladil) il g Al al) 3alall Calaal

Module Objectives 7. Developing communication approaches.
Aol ) Balal) Calaal 8. Enhancing total physical response (TPR).

9. Establishing multi-outcome learning (English and science knowledge for
instance).

] 19.
Module Learning

Outcomes

gl ) 3Ll olal s e 20.

Improved Communication Skills: Students should be able to communicate
more effectively in English, expressing themselves with greater fluency and
accuracy. They can participate in everyday conversations, express opinions,
and discuss various topics.

Expanded Vocabulary: Learners should have developed a broader range of
vocabulary, allowing them to understand and use a wider variety of words
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and expressions.

21. Grammar Proficiency: Students are expected to have a better grasp of
English grammar, allowing them to construct more complex sentences and
convey different tenses and aspects more accurately.

22. Reading Comprehension: Learners should be able to read and comprehend a
variety of texts, such as articles, short stories, and excerpts from novels, with
a reasonable level of understanding.

23. Writing Skills: Students should be able to write coherent paragraphs and
short texts, such as emails, letters, and simple essays, demonstrating
improved sentence structure and organization.

24. Listening Skills: Learners should have developed better listening skills,
allowing them to understand and follow conversations, interviews, and
media in English with less difficulty.

25. Cultural Awareness: At this level, students may have been exposed to various
cultural aspects of English-speaking countries, leading to a better
understanding of cultural norms and customs.

26. Independent Learning: Students should be more confident and independent
in their language learning journey, taking initiatives to practice and learn
outside of the classroom.

27. Preparation for Advanced Levels: English Level Il usually serves as a
foundation for more advanced language courses. After completing this level,
students should be ready to progress to higher-level language studies.

Indicative Contents

Aol Y1 iy il

International student:

READING: Going abroad to study.

e Following instructions: filling in forms
e Reading methods: skim; scan; intensive reading; extensive reading

WRITING: A host family

e Checking your writing: error correction - punctuation and spelling
e Writing an informal email

Where in the world:

READING: Three countries
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e Skimming and scanning: reading for the general idea, and for particular
information

WRITING: My country

e Brain storming ideas: topic areas and examples;
e completing a paragraph

e Linking ideas (1): but, however, although

e Writing a description of my country

Newspaper articles:
READING: An unexpected journey

e Predicting content: using the title and the pictures
e Meaning from context: guessing the meaning of new words

WRITING My country

e Brainstorming ideas: topic areas and examples; completing a paragraph
e Linking ideas (1): but, however, although Writing a description of my
country

Modern technology:
READING Innovation
e Purpose and audience (1 an d 2): using visual and written clues
WRITING Mistaken identity

e Sentences/Paragraphs; helping your writing flow
e Varying the structure: making writing interesting Writing an article

Conferences and visits
READING: A conference in Istanbul
e Purpose and audience (1 an d 2): using visual and written clues
WRITING Invitations
e Using formal expressions: writing academic emails and letters
e  Writing a formal email
Science and our world:

READING: Air pollution
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e Making notes: organizing recording, and remembering important
e information
e Interpreting meaning; recognizing fact and speculation

WRITING Technology - good or bad?

e Organizing ideas (1): planning the arguments for and against
e Linking ideas (2): first, for instance, in conclusion ... Writing a discursive
essay

People: past and present

READING: Three famous writers

e Using original sources: dealing with difficult language and
e unknown vocabulary

WRITING: Trends

e Paraphrasing and summarizing: using other sources
e Writing a summary

The world of IT:

READING: Computers

e Rephrasing and explaining; dealing with difficult scientific and
e technological words

e Avoiding repetition (2): pronouns and what they refer to

WRITING: IT - benefits and drawbacks

e Linking ideas (3): cause and result Coherent writing; writing up notes
e Writing from notes

Inventions, discoveries, and processes:

READING: How things work

e Intensive reading: strategies for focusing your reading
e Linking ideas (4); sequencing words to describe a process

WRITING How things are made

e The passive voice; writing in neutral style
e Clarifying a sequence: describing a process
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e Writing a description of a process
Travel and tourism:
READING: International tourism
e Interpreting data: statistical information in graphs, charts, and texts
VOCABULARY DEVELOPMENT Varying vocabulary (2)

e Avoiding repetition (3): describing graphs using synonyms, adjectives +
nouns, verbs + adverbs

Learning and Teaching Strategies

palatl) g aladl) Cilaas) i)

Strategies

For Teachers:

17. Interactive and Communicative Approach: Encourage students to engage in
meaningful conversations, discussions, and role-plays. This approach
emphasizes real-life communication and helps students practice using English
in different contexts.

18. Error Correction: Provide constructive feedback on students' errors without
discouraging them. Focus on correcting essential mistakes that hinder
communication while praising their efforts to build confidence.

19. Contextual Learning: Use authentic materials like articles, videos, and short
stories to introduce new vocabulary and grammar in relevant contexts. This
helps students understand language usage in real-life situations.

20. Task-Based Learning: Design activities and tasks that require students to use
English to complete meaningful projects or solve problems. This approach
fosters critical thinking and language application skills.

21. Grammar in Context: Teach grammar points within the context of authentic
texts or dialogues. This helps students see how grammar functions in real
communication rather than just learning rules in isolation.
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22.

23.

24.

Encourage Reading: Assign reading materials suited to the students'
proficiency level. Reading improves vocabulary, comprehension, and exposes
students to different writing styles.

Listening Practice: Provide opportunities for listening exercises, such as
watching English-language videos, movies, or podcasts. This enhances
listening skills and exposes students to different accents and speech patterns.

Writing Practice: Assign writing tasks like essays, emails, or short stories.
Provide feedback on their writing to improve their skills gradually.

For Students:

17.

18.

19.

20.

21.

22.

23.

24.

Consistent Practice: Regularly practice reading, writing, listening, and
speaking in English. Consistency is crucial for improvement.

Use Language Apps and Online Resources: Utilize language learning apps
and online resources to reinforce learning, expand vocabulary, and improve
grammar.

Join Language Exchange Groups: Engage in language exchange programs or
groups where you can practice speaking English with native speakers or other
learners.

Set Goals: Establish clear language learning goals and track your progress.
Celebrate achievements and milestones.

Immerse Yourself: Surround yourself with English as much as possible. Watch
English movies, TV shows, and listen to English music or podcasts.

Keep a Language Journal: Write down new words, expressions, and grammar
rules you learn. Review and practice them regularly.

Practice with Different Media: Practice English through various mediums like
reading books, watching documentaries, listening to news, or participating in
online forums.

Be Patient and Persistent: Language learning takes time and effort. Stay
motivated and persistent even if you encounter challenges

Student Workload (SWL)

le saul 10 Csuna Calllall ol 5ol Jasd)
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Structured SWL (h/sem) Structured SWL (h/w)

33 2
Suaill I3 llall alinall gl Jal) Jasll L saud alUall adaiiall (ad jall Jaal)
Unstructured SWL (h/sem) Unstructured SWL (h/w)

42 2.8

Jomdl) IO lLall aliial) e gl 5l Jaal

Lo saul llall alitiall e ol Hall Jasl)

Total SWL (h/sem)

Juadll J32 alllall IS il Jaal

75

Module Evaluation

sl ) Balal)
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10,
Formative
Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment
Report 1 20% (10) 13 LO #5, #8 and #10
ST e Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment [ oo Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)

bl o gl Zlgiall

Material Covered
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Week1 | |nternational student

Week 2 Where in the world

Week 3 Newspaper articles

Week 4 Conferences and visits

Week 5 Science and our world

Week 6 Midterm exam

Week 7 People: past and present

Week 8 The world of IT

Week 9 Inventions, discoveries, and processes

Week 10 | Travel and tourism

Week 11 Final exam

Learning and Teaching Resources

u.u_.g).lﬂ\j ?L._\S\ )JLAAA

Text

Available in the Library?

Sarah Philpot. Headway: Academic skills- reading, writing,

Required Texts .
and study skills. LEVEL 2 Student’s Book. Oxford.

Yes

Recommended

Texts

Websites

Grading Scheme

Gila il alads
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Group Grade sl Marks % | Definition

A - Excellent bl 90 -100 Outstanding Performance

B - Very Good [RENRTEN 80 -89 Above average with some errors
Success Group

C - Good a 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory das gia 60 - 69 Fair but with major shortcomings

E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadleal) 28) (45-49) More work required but credit awarded
(0-49) F - Fail cl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Curriculum for the third Year, First Semester.

Module 1

MODULE DESCRIPTION FORM

Al Hall Balal) Coia g 73 g

Module Information
dao )l Baledl oo glas

Module Title Advanced Cryptography Module Delivery

Module Type Core Theory
Lecture

Module Cod

odule Code CyB304 O Lab

ECTS Credits 4 O Tutorial
[ Practical

SWL (hr/sem) 100 1 Seminar
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Module Level 4 Semester of Delivery 1
Administering Department Type Dept. Code College Type College Code

Module Leader Name e-mail E-mail

Module Leader’s Acad. Title Professor Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name Name e-mail E-mail

Scientific Committee Approval Date 15/09/2025 Version Number 1.0

Relation with other Modules

3 Ayl Sl gall 2o A8l

Prerequisite module

None Semester

Co-requisites module

None Semester

Module Aims, Learning Outcomes and Indicative Contents

Lol Olgimally @ladl gl dewlyddl Balall Colual

Module Aims

Gyl B3ladl Colua]

This course provides students with the most common cryptographic algorithms and

protocols and how to use cryptographic algorithms and protocols to secure distributed

applications and computer networks:

e Explain the objectives of information security.

e Explain the importance and application of each of confidentiality, integrity,
authentication and availability.

e Understand various cryptographic algorithms.

e Understand the basic categories of threats to computers and networks.

Module Learning

By the end of the course, students will be able to:
e Understand the Cryptography principles and types.
e Describe the computer systems security issues.

QLI e Student will be able to understand basic cryptographic algorithms, message
and security issues.
e Ability to identify information system requirements for both of them, such as,
dwuhyll Bolel) @laddl Ol y500 client and server.

e Ability to understand the current issues towards information security.
e Apply security principles to system design.

Indicative Contents

e Block Ciphers and the Data Encryption Standard.
- Block Cipher Principles.
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Aol olgisall

- Differential and Linear Cryptanalysis.
- Block Cipher Modes of Operation.
e Advanced Encryption Standard.
e Stream Cipher.
e Asymmetric Ciphering: Public Key Cryptography, RSA.
e Asymmetric Ciphering: Public Key Cryptography, Diffie-Hellman Key Exchange.
e Asymmetric Ciphering: Public Key Cryptography, Elgamal Cryptographic
system.
e Asymmetric Ciphering: Public Key Cryptography, Elliptic Curve Cryptography.
e Asymmetric Ciphering: Public Key Cryptography, Diffie-Hellman Key Exchange.
e Cryptography Data Integrity: Hash Function.
e Cryptography Data Integrity: Two Simple Hash Function.
e Cryptography Data Integrity: Secure Hash Algorithm (SHA-3).
e Cryptography Data Integrity: Message Authentication Codes.
e Digital Signature: Elgamal Digital Signature Schame.
e Digital Signature: Schnorr Digital Signature Schame + NIST DSS.
e Digital Signature: Elliptic Curve Digital Signature Schame.
e Digital Signature: RSA-PSS Digital Signature Schame.

Learning and Teaching Strategies

odally el ol el

Strategies

Type something like: The main strategy that will be adopted in delivering this
module is to encourage students’ participation in the exercises, while at the
same time refining and expanding their critical thinking skills. This will be
achieved through classes, interactive tutorials and by considering types of
simple experiments involving some sampling activities that are interesting to
the students.

Student Workload (SWL)

CIUal) oulyll Josell

Structured SWL (h/sem) 45 Structured SWL (h/w)

o] I CIall elazial] (gubyal] Jasl e gl CIUal) elaziall (gubyal] Jaol
Unstructured SWL (h/sem) - Unstructured SWL (h/w)

radll I CJall @laxioll pe gubll Josxll b gl Uall platinll pe (gubyll Jasdl
Total SWL (h/sem) 100

deadl) s CJUall S gyl Jodl
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Module Evaluation

Time/Nu ) Relevant Learning
mber Weight (Marks) Week Due .
Quizzes 3 24% (24) 3,6,9 LO#1,2,10and 11
Formative Assignments 2 6% (6) 2,12 LO#3,4,6and 7
assessment Projects 5 5%(5) 4 Continuous
Report 1 5% (5) 13 LO#5,8and 10
Summative Midterm Exam 1hr 10% (10) 7 LO#1-7
assessment Final Exam 2 hr 50% (50) 16 All
Total assessment 100% (100 Marks)

Delivery Plan (Weekly Syllabus)
Sl £ grdl zlgiall

Material Covered

Week 1 Block Ciphers and the Data Encryption Standard.

Week 2 Data Encryption Standard.

Week 3 Avalanche Effect.

Week 4 Modes of Operation: CTR.

Week 5 Rijndael Cipher.

Week 6 AES Key Expansion.

Week 7 Stream Cipher.

Week 8 Asymmetric Ciphering: Public Key Cryptography, RSA.

Week 9 Asymmetric Ciphering: Public Key Cryptography, Diffie-Hellman Key Exchange.
Week 10 Asymmetric Ciphering: Public Key Cryptography, Elgamal Cryptographic system.
Week 11 Asymmetric Ciphering: Public Key Cryptography, Elliptic Curve Cryptography.
Week 12 Asymmetric Ciphering: Public Key Cryptography, Diffie-Hellman Key Exchange.
Week 13 Cryptography Data Integrity: Hash Function.

Week 14 Cryptography Data Integrity: Two Simple Hash Function.

Week 15 Cryptography Data Integrity: Message Authentication Codes.

Week 16 Preparatory week before the final Exam.
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Delivery Plan (Weekly Lab. Syllabus)
sisal) (£ gredl zlgiall

Material Covered

Week 1

e Az

Week 2

Week 3

Week 4

Week 5

Week 6

Week 7

Learning and Teaching Resources
U‘”‘:’-)"‘\‘ﬂb M\JJL’M

Text

Available in the Library?

Required Texts

William Stallings, "Cryptography and Network Security.

Principle and Practice", Fourth Edition, Principle Hall, USA, No

2006.

Recommended Texts

Alfred J. Menezes, Paul C. van Oorschot and Scott A.

Vanstone, "Handbook of Applied Cryptography", Fifth Edition | g

, CRC Press, 2001.

Websites
Grading Scheme

il it
Group Grade easl] Marks (%) | Definition

A - Excellent Sl 90 - 100 Outstanding Performance

B - Very Good [SESNVES 80 -89 Above average with some errors
?:gc_els(;o(;roup C—Good NVES 70-79 Sound work with notable errors

D - Satisfactory | lewgio 60 - 69 Fair but with major shortcomings

E - Sufficient Jgade 50-59 Work meets minimum criteria
Fail Group FX — Fail (ddlaall 08) sy (45-49) More work required but credit awarded
(0-49) F — Fail Cly (0-44) Considerable amount of work required
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https://cacr.uwaterloo.ca/hac/authors/ajm.html
https://cacr.uwaterloo.ca/hac/authors/pvo.html
https://cacr.uwaterloo.ca/hac/authors/sav.html
https://cacr.uwaterloo.ca/hac/authors/sav.html

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a
mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT
to condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the
automatic rounding outlined above.

Module 2
MODULE DESCRIPTION FORM

4,3.»»\‘)&5\ alall —a g CJ}@

Module Information
:Lu.u\JJM XA QLA)&’.A

Module Title Website security Module Delivery
Module Type Core e [XrTheory
Lecture
Module Code CyB
O Lab
ECTS Credits 5
O Tutorial
SWL (hr/sem) 125 [Practical
[OSeminar
Module Level 2 Semester of Delivery 1
Administering Department CyB College CsIs
Module Leader e-mail
Assist lect PHD
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific Committee Approval
Date PP Version Number 1.0
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Relation with other Modules

DAY Agual 5l 3 sall ae 28|

Prerequisite module

None

Semester

Co-requisites module

Semester

Module Aims, Learning Outcomes and Indicative Contents

40L5 Y1 il ginall g alail) il 5 gl Hal) 3oLl Calaa

Module Objectives

Al 50 3L Calaa

36.
37.

38.
39.

40.
41.
42.
43.

Understand the fundamental concepts and importance of web security.
Identify common web application threats and vulnerabilities (such as XSS,
SQL Injection, CSRF).

Explain how attackers exploit weaknesses in web applications.

Understand the role of authentication, authorization, and session
management in securing web systems.

Apply secure coding practices to reduce security risks in web applications.
Recognize the importance of input validation and output encoding.
Understand security mechanisms such as HTTPS, SSL/TLS, and secure cookies.

Use basic security tools and techniques to identify and mitigate web security
issues.

Module Learning
Outcomes

Al Hall Balall aladl) s jAa

19.

20.

21.

22.

23.

24.

Describe the core principles and concepts of web security.
Identify and classify common web application vulnerabilities and attacks.

Analyze how security flaws arise in web applications and how they can be
exploited.

Implement basic security controls for authentication, authorization, and
session management.

Apply secure coding practices to prevent common web-based attacks.

Evaluate the effectiveness of web security mechanisms such as HTTPS,
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SSL/TLS, and cookies.

25. Use security tools to detect, analyze, and mitigate web application
vulnerabilities.

Indicative Contents

ala Y il giadll

Learning and Teaching Strategies

sl 5 abeil) il i

Strategies

Implement secure coding standards and follow best practices during web application
development.

Apply input validation and output encoding to prevent injection attacks.

Use strong authentication and authorization mechanisms to control user access.
Enforce HTTPS and proper SSL/TLS configuration to protect data in transit.
Regularly update and patch web servers, frameworks, and libraries.

Conduct vulnerability assessments and penetration testing on web applications.

Deploy security tools such as Web Application Firewalls (WAF) to monitor and block
attacks.

Apply the principle of least privilege to users and system components.
Perform regular security audits and continuous monitoring of web systems.

Educate developers and users about web security threats and safe practice

Student Workload (SWL)

le saul 10 (G guena Calllall sl all Jaal

Structured SWL (h/sem)

Juadll J3A QlUall alasial) ol jall Jasl) Le gaal llall plaiiall ol jall Jasdl

Structured SWL (h/w)
62 4.1

159




Unstructured SWL (h/sem)

Joadl) A Ul pisiall e ol ) Janl

63

Unstructured SWL (h/w)

Lo saul Calllall alsiiall yue ol jall Jaal)

4.2

Total SWL (h/sem)

125
Jumdl) I8 Glldall ISl 50 sl
Module Evaluation
i,g...ubﬂ\ XA ?'IT)SS
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 All
BT e Assignments 2 20% (20) 2 and 12 LO #2, #4 and #5, #8
assessment Projects / Lab. - - - -
Report 1 10% (10) 13 LO #1, #3, #6 and #7
ST e Midterm Exam 2hr 10% (10) 7 All
assessment | cinal Exam 3hr 50% (50) 16 Al

Total assessment

100% (100 Marks)

Delivery Plan (Weekly Syllabus)

bl e sl Zleiall

Material Covered

Week 1

Introduction to Web Security

Week 2

Architecture of Modern Web Applications
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Week 3 Web Attacks

Week 4 Injection Attacks.

Week 5 Cross-Site Scripting (XSS)

Week 6 CSRF and Session Hijacking

Week 7 Authentication and Identity Attacks

Week 8 API Security

Week 9 Access Control and Authorization

Week 10 | Database and Data Storage Security

Week 11 Web Application Firewalls (WAF) & Content Security Policy (CSP)

Week 12 Server and Infrastructure Security

Week 13 Governance, Risk, and Compliance (GRC)

Week 14 Final Projects and Presentations

Week 15 Final Projects and Presentations

Week 16 Exam

Learning and Teaching Resources

u.u..g).ﬁ.“j ?L.ﬂ‘ J.JLLAA

Text Available in the Library?
Required Texts Cyber Risk Resources for Practitioners
Recommended
Texts
Websites
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Grading Scheme

Group Grade _paadl) Marks % Definition

A — Excellent Ll 90-100 Outstanding Performance

B - Very Good [SENRTEN 80-89 Above average with some errors
Success Group

C - Good L 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory L s 60— 69 Fair but with major shortcomings

E — Sufficient Jsa 50-59 Work meets minimum criteria
Fail Group FX - Fail [CENIEP{RT:) RUER (45-49) More work required but credit awarded
(0-49) F - Fail cl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 3
MODULE DESCRIPTION FORM

@u\‘)ﬂ\ alall Sag CJ)A.I

Module Information
Al 52l 33} il slas

Module Title Artificial Intelligence Module Delivery
Module Type Basic O Theory
Module Code CyB305 Ll Lecture
O Lab
ECTS Credits 125 O Tutorial
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SWL (hr/sem)

O Practical

O Seminar
Module Level Semester of Delivery
L Cyber security Collage of computer science and information
Administering Department department College technology
Module Leader Athman Dhiya Abdulsatar e-mail
Module Leader’s Acad. Title Assistant lecturer Module Leader’s Qualification Master degree
Module Tutor Athman Dhiya Abdulsatar e-mail Athman.dhiya@uobasrah.edu.iq
. Athman Dhiya . .
Peer Reviewer Name Abdulsatar e-mail Athmanabdulsatar@gmail.com
Scientific Committee Approval Date Version Number 07726259220

Relation with other Modules
DAY Agusl 5l 3 sall ae 28|

Prerequisite module

Semester

Co-requisites module

Semester

Module Aims, Learning Outcomes and Indicative Contents
40L5 Y1 il ginall g alail) il 5 gl Hal) 3ol Calaa

Module Aims
Jaud Al salall Calaal

Explain the foundations, history, and applications of Al

Model intelligent agents and apply problem-solving and search strategies.
Implement adversarial search and logical reasoning methods.

Apply probabilistic reasoning, planning, and decision-making under
uncertainty.

Understand key machine learning techniques and neural networks.

Explore applications in NLP, computer vision, and robotics.

Evaluate the ethical and societal impacts of Al
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Module Learning
Outcomes

ol pall 3alall alasl) s j3a

Explain the foundations, history, evolution, and real-world applications of
artificial intelligence.

Describe intelligent agents, their architectures, environments, and
performance evaluation.

. Apply search and problem-solving techniques, including uninformed,

informed, and adversarial search.

Represent knowledge and perform logical and probabilistic reasoning under
uncertainty.

Implement machine learning models, including supervised, unsupervised,
and neural networks.

Demonstrate understanding of Al applications in NLP, computer vision, and
robotics.

. Analyze ethical, safety, fairness, privacy, and societal impacts of Al

technologies.

Indicative Contents
Lala ) il giaal)

Foundations of AI — Definition, history, evolution, and applications.
Intelligent Agents — Architectures, environments, rationality, and
performance measures.

Problem-Solving & Search — Uninformed search (BFS, DFS, UCS) and
informed search (Greedy, A*).

Adversarial Search — Game playing, Minimax, and Alpha-Beta pruning.
Knowledge Representation & Reasoning — Propositional logic, first-
order logic, inference methods.

Reasoning under Uncertainty — Probability, Bayesian networks, Hidden
Markov models.

Planning — Classical planning (STRIPS, forward/backward search, partial-
order planning).

Machine Learning — Supervised vs. unsupervised learning, decision trees,
clustering, dimensionality reduction.

Artificial Neural Networks — Perceptrons, multilayer networks,
backpropagation.

Advanced Applications — Basics of NLP, computer vision, and robotics.
Ethics & Societal Impact — Fairness, safety, transparency, privacy, and
global implications of Al

Learning and Teaching Strategies

sl g abesil) il i

Strategies

e Lectures & Interactive Discussions — Introduce Al foundations,
algorithms, and applications with real-world examples and class
debates.

e Problem-Solving Sessions — In-class exercises on search, logic,
probability, and planning to strengthen analytical skills.
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Hands-on Labs & Tutorials — Implement Al algorithms (e.g., BFS,
A*, decision trees, neural networks) using Python or related tools.
Quizzes & Assignments — Short assessments to reinforce key ideas and
encourage continuous learning.

Case Studies & Applications — Analyze real-world Al systems in
healthcare, NLP, robotics, and computer vision.

Group Projects / Mini-Projects — Collaborative work on designing
and presenting a small Al application.

Seminars & Reflection — Discussions on ethical, social, and global
impacts of Al

Student Workload (SWL)
Ul ) Jeal)

Structured SWL (h/sem)

Jumill I8 Ll alasiall ad 50 Jaall e stad LAl Al () Ja

Structured SWL (h/w)

Unstructured SWL (h/sem)

Jadll A Ul alaiiall pe ol jall Jaall Lo sad (Ul i) ye ol yall Jaall

Unstructured SWL (h/w)

Total SWL (h/sem)

Juadl) JI& Ul ISl 5l Jaal

Module Evaluation
A yal) LAl g

Time/Nu . Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 1 10 Week 5
Formative Assignments 2 10 Week 2 &7
assessment Seminar 1 10 Week 12
Report 1 10 Week 13
Summative Midterm Exam 1 10 Week 8
assessment Final Exam 1 50
Total assessment 100

Delivery Plan (Weekly Syllabus)
bl e sl Zleiall

Material Covered
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e Introduction to Artificial Intelligence
Week 1 e Definition, history, and evolution of Al
o Real-world applications of Al

e Intelligent Agents
Week 2 e Agent architectures and environments
e Performance measures and rationality

e Problem Solving with Search
Week 3
e Uninformed search strategies: BFS, DFS, Uniform-Cost Search

e Informed Search Strategies
Week 4 e Greedy Search, A* Algorithm
e Heuristics and optimization in search

e Adversarial Search
Week 5 e Game playing, Minimax algorithm
e [] Alpha-Beta pruning for efficiency

e Knowledge Representation I
Week 6 e Propositional logic
e [] First-order logic: syntax and semantics

e Knowledge Representation II
Week 7 e Inference in first-order logic
e Resolution and Unification

Week 8 e Review + Midterm Exam

Reasoning under Uncertainty
Probability basics

Bayesian Networks

Hidden Markov Models

Week 9

Planning

STRIPS

Forward and backward state-space planning
Partial-order planning

Week 10

Machine Learning I
Introduction to learning
Supervised learning
Decision trees

Week 11

Machine Learning II
e Unsupervised learning

Week 12
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Clustering (k-means)
Dimensionality reduction
Artificial Neural Networks

Week 13 °

Advanced Topics & Applications

Introduction to Natural Language Processing (NLP)
Computer Vision

Overview of Robotics

Week 14 °

Ethics and Future of Al
Safety, fairness, privacy, explainability, global impact

Week 15 ®

Review before Final Exam

Delivery Plan (Weekly Lab. Syllabus)
Dfaall e gl mlgiall

Material Covered

Week 1

Week 2

Week 3

Week 4

Week 5

Week 6

Week 7

Week 8

Learning and Teaching Resources
u.u..gJSﬂ\j e&:..d\ J.JLLAA

Text

Available in the
Library?

Required Texts

Artificial Intelligence - A Modern Approach Fourth Edition by
Stuart Russell & Peter Norvig

Recommended Texts
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Websites

https://www.deeplearning.ai/short-courses/ai-python-for-beginners/

Grading Scheme
Gilaall lalads
Group Grade el Mas Definition
(%)

A - Excellent Sl 90 - 100 Outstanding Performance

B - Very Good las aa 80 -89 Above average with some errors
(Ssuocfefgoc);m“p C - Good - 70-79 | Sound work with notable errors

D - Satisfactory Lo s 60 - 69 Fair but with major shortcomings

E - Sufficient e 50 - 59 Work meets minimum criteria
Fail Group FX — Fail (Allaall a8y ol 5 | (45-49) More work required but credit awarded
(0-49) F — Fail il (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark of 54.5
will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to condone "near-pass
fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic rounding outlined above.

Module 4

MODULE DESCRIPTION FORM

Al Hall Balal) Coia g 73 g

Module Information

mb_ﬂ\ 3alal) C'_!LAJL.A

Module Title Computer Network Module Delivery
Module Type Core Theory
Module Cod CY$301 2 Lecture
odule Code O Lab

ECTS Credits 6 L Tutorial

O Practical
SWL (hr/sem) 150 0 Seminar
Module Level 3 Semester of Delivery 1
Administering Department CS College CSIS
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Module Leader Dr. Khulood A. Nassar e-mail Khulood.nassar@uobasrah.edu.iq
Module Leader’s Acad. Title Ass. Proof. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name Name e-mail E-mail

Scientific Committee Approval

Date PP 151/09/2025 Version Number 1.0

Relation with other Modules

6 DAY Agul Hall o) gall ae A8Dlal

Prerequisite module None

Semester

Co-requisites module None

Semester

Module Aims, Learning Outcomes and Indicative Contents

A5 Y il sinall g alacil) il g gl Hal) salall Calaa

1.
2.
Module Objectives
el Al sald) Calaal
3.
4.
5.

Introduce students to the foundational concepts, principles, and terminology
of cOmputer network. This includes understanding the importance of
communication and systems, networks, and the role of modern method of
sending data.

Familiarize students with various networks, standards, and best practices that
are relevant to the field of communication devices. This includes
understanding sending and recivingrequirements, best protocols, and main
gools of communication protocol.

Explore the principles and techniques of network and communication system
through standard systems.

Provide students with knowledge of development practices and
methodologies of data communication. This involves offering data
transmission techniques.

Introduce students to the fundamentals of computer network. This includes
learning how to addressing, as well as investigations of this addressing
methods and preserving varabile them.

169




Module
Outcomes

Learning

Al Hall Balall aladl) il A

1. Gain a comprehensive understanding of the fundamental concepts, principles,
and terminology related to computer network, including the importance of
data communcation and systems.

2. Demonstrate knowledge and comprehension of various addressing methods,
standards, and best practices relevant to data communication, including
sending and recieving requirements.

3. Apply the principles and techniques of networks  types, including
understanding network architecture, communication protocols.

4. Apply software development practices and methodologies, including
understanding common software applications.

5. Understand and apply the fundamentals of communication, including data
transmission media.

6. Apply the principles and protocols of communication, including understanding
subnetting methods, management, and the role of subnet the network.

7. Apply skills in managing networks, including understanding communication.

8. Understand and apply considerations associated with data communication.

9. Demonstrate awareness and understanding of emerging technologies and
trends in data communication, including devices, and Internet.

Indicative

Contents

ks Y1 il il

Indicative content includes the following.

*  Module 1: Introduction to computer network. [12 hrs]

*  Module 2: addressing.  [12 hrs]

*  Module 3: subnetting. [12 hrs]

*  Module 4:network layers system. [12 hrs]

*  Module 5: transmission data media. [12 hrs]

Learning and Teaching Strategies

sl 5 alaill sl yial

Strategies

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking skills. This will be achieved through classes, interactive tutorials
and by considering types of simple experiments involving some sampling activities that
are interesting to the students.
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Student Workload (SWL)

le sanl 10 J 0 guna callall ol 5ol Jasll

Structured SWL (h/sem) Structured SWL (h/w)

47 3
Joadll DA lUall alaiall ol all Jaal Lo sasl calldall aliiall sl 5all Jaall
Unstructured SWL (h/sem) Unstructured SWL (h/w)

103 6
daail) A lall aliidd) jae ol Hall Jaal) Lo sad calldall aliiall e ol yall Jaall
Total SWL (h/sem)

150
Juaill I8 Glldall ISl 5 sl
Module Evaluation

3\,3.»:\‘)&]\ 3alal) e.\,}sj
Relevant Learning
Time/Number | Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
e Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment | proiacts / Lab. 0 0% (0) Continuous | All
Report 2 20% (20) 13 LO #5, #8 and #10

Rurr et Midterm Exam 2hr 10% (10) 7 LO #1 -#7
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)

@bl o gl Zleiall
Material Covered
Week 1 Introduction to computer network
Week 2 Networks types
Week 3 Network devices
Week 4 Addressing
Week 5 Ip addressing
Week 6 Subnetting
Week 7 Maskking and ranges
Week 8 Network layers model
Week 9 0S| model
Week 10 Mid exam
Week 11 TCP model and encapsulation operation
Week 12 Pysical media
Week 13 Wire media
Week 14 Optical fiber
Week 15 Wirless media
Delivery Plan (Weekly Lab. Syllabus)
sl = ) EL@_EA\

Material Covered
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Week 1

Week 2

Week 3

Week 4

Week 5

Week 6

Week 7

Learning and Teaching Resources

WJﬂ\j elaﬂ\ JJLAA

Text Available in the Library?

Required Texts

Fruize W. Bahroze, " Computer networki: Principles and
Avrichtecture ", fifth Edition, Course Technology, New york,

2015. No

Recommended Peter L. Dordol . " An Introduction to Computer Networks "F N
o
Texts Six Edition ,Printice Hill, 2022
Websites
Grading Scheme
Group Grade ol | Marks % Definition
A - Excellent oLl | 90 - 100 Outstanding Performance
Success Group
B - Very Good las ua | 80 -89 Above average with some errors
(50 - 100)
C - Good | 70-79 Sound work with notable errors
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D - Satisfactory busia | 60 -69 Fair but with major shortcomings

E - Sufficient Jsi | 50-59 Work meets minimum criteria
Fail Group FX - Fail (Anlladl 28) ol | (45-49) More work required but credit awarded
(0-49) F - Fail il y | (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 5
MODULE DESCRIPTION FORM

@u\).ﬂ\ alall —a g C.J}A.a

Module Information
gs..u.u\)l“ 3aldl) L".&\.A)L.A

Module Title E-Commerce and its securlty Module Delivery
Module Type Core e HXfTheory
Lecture
Module Code CyB306
O Lab
ECTS Credits 4
O Tutorial
SWL (hr/sem) 60 [Practical
[OSeminar
Module Level 3 Semester of Delivery 1
Administering Department CyB College CSIS
Module Leader e-mail
Assist teacher PHD
Module Leader’s Acad. Title Module Leader’s Qualification
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Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name

Name e-mail E-mail

Scientific Committee Approval

Date

Version Number 1.0

Relation with other Modules

LAY Al all ol gall ae A8

Prerequisite module

CYB109

Semester

Co-requisites module

None

Semester

Module Aims, Learning Outcomes and Indicative Contents

4L )Y by ginall g alil) 2l g Al Jal) salall Calaa

Module Objectives

ol ) sald) Calaal

1.

To provide comprehensive understanding of e-commerce fundamentals,
including concepts, evolution, and distinctions from traditional commerce.

To examine various e-commerce business models and their applications in
the modern digital economy.

To analyze critical cybersecurity threats, privacy concerns, and ethical
challenges in electronic transactions.

To explore Electronic Data Interchange (EDI) systems for business-to-business
communication and their impact on organizational efficiency.

To investigate supply chain management principles and the integration of e-
commerce technologies for operational optimization.
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Module Learning
Outcomes

Ao all alall aladll Sl 3

Define e-commerce, compare it with traditional commerce, and evaluate
its multi-dimensional advantages and disadvantages.

Classify and differentiate between major e-commerce business models
(B2B, B2C, C2C, C2B, B2G, G2B, G2C) with real-world examples.

Identify security threats in e-commerce environments and propose
appropriate cybersecurity measures and privacy protection strategies.
Explain the functionality, benefits, and implementation challenges of
Electronic Data Interchange (EDI) systems.

Describe key components of supply chain management and analyze
how e-commerce technologies enhance SCM effectiveness.

Discuss ethical issues in digital commerce and frameworks for
promoting responsible business practices.

Evaluate historical developments and predict future trends in e-

commerce and related technologies.

Indicative Contents

Lals Y il sisdll

E-Commerce Foundations: Definitions, characteristics, historical
development, traditional vs digital commerce comparison

Business Model Framework: Detailed analysis of seven e-commerce
models with practical applications

Cybersecurity in E-Commerce: Security threats, protection measures,
privacy risks, and data protection methods

Ethical Considerations: Digital ethics frameworks, common ethical
challenges, and compliance strategies

EDI Systems: EDI processes, document types, implementation benefits,
and technical challenges

Digital Supply Chains: SCM components, technological integration,
operational benefits, and management challenges

Risk Assessment: Analysis of technical and non-technical disadvantages

across organizational, consumer, and societal perspectives
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8. Future Directions: Emerging trends in e-commerce, cybersecurity, and
supply chain innovation
9. Practical Applications: Case studies, discussion topics, and real-world

problem-solving exercises integrating all course components

Learning and Teaching Strategies

bl 5 aladl) i) i

Strategies

1. Lecture & Case Study Fusion

Core theory taught through lectures is immediately applied using real-world e-
commerce and cybersecurity case studies.

2. Group Problem-Solving

Small teams work on practical scenarios like designing security frameworks or
troubleshooting EDI systems.

3. Comparative Debates

Structured debates contrast traditional vs. e-commerce, different business
models, and technology trade-offs.

4. Student-Led Discussions

Students research and lead conversations on ethics and emerging trends to
develop critical analysis skills.

5. Synthesis Projects

Practical assignments require integrating multiple course elements into
cohesive e-commerce solutions.

6. Digital Tools Integration

LMS platforms and simulation software provide hands-on experience with
relevant technologies.

7. Continuous Feedback Loop

Regular constructive feedback and reflection prompts connect all course
components to cybersecurity practice.

Student Workload (SWL)

le saul 10 (G guena Calllall sl all Jaal
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Structured SWL (h/sem) Structured SWL (h/w)

daadl) A Qlall alaiial) ol all Jaal) % b saul alldall alsiiall ol jall Jaall
Unstructured SWL (h/sem) Unstructured SWL (h/w)

daaill A Qlall aliid) jae ol Hall Jaal) *3 Lo saul Calldall alsiiall pe ol jall Jaall

Total SWL (h/sem)

Joadll 38 lUall IS s yal) Jasl

125

Module Evaluation

i,g...ubﬂ\ XA ?'IT)SS
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 All
BT e Assignments 2 20% (20) 2 and 12 LO #2, #4 and #5, #8
assessment Projects / Lab. - - - -
Report 1 10% (10) 13 LO #1, #3, #6 and #7
ST e Midterm Exam 2hr 10% (10) 7 All
assessment | ginal Exam 3hr 50% (50) 16 Al
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
bl e sl Zleiall
Material Covered
Week 1 . . .
Introduction of E-Commerce (Definition, Key Characteristics, Examples)
Week 2 Traditional Commerce vs. E-Commerce
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Week 3 Advantages (Organizations , Consumers, Society) and Disadvantages (Technical,
Non_Technical)

Week 4 Introduction of E-Commerce Business Models

Week 5 Business-to-Business (B2B) and Business-to-Consumer (B2C)

Week 6 Consumer-to-Consumer (C2C) and Consumer-to-Business (C2B)

Week 7 Business-to-Government (B2G) and Government-to-Business (G2B)
Week 8 Government-to-Citizen (G2C) and Questions and Discussion

Week 9 Security in E-Commerce( Definition, Security Threats ,Security Measures)

Week 10 Privacy in E-Commerce (Definition, ,Risks and Protecting Privacy)

Week 11 Ethical Issues in E-Commerce( Definition , Issues and Promoting Ethical)

Week 12
ee Electronic Data Interchange (EDI) (( Definition, Benefits Challenges,))

Week 13 EDI Document Types ( EDI Process Enterprise Resource Planning (ERP))

Week 14
ee Introduction of E-Commerce Supply Chain (Components ,Objectives)

Week 15
ee Benefits ,Technologies ,Challenges, Examples and Future Trends for Supply Chain

Week 16 Exam

Learning and Teaching Resources

LHJJ:’S\} (—Ja_'m JJLAA

Text Available in the Library?

1. Laudon, K. C., & Traver, C. G. (2023). E-commerce:
Required Texts No
Business, Technology, Society (17th ed.). Pearson.

Recommended 2. Schneider, G. P. (2022). Electronic \
o
Texts Commerce (13th ed.). Cengage Learning.

Websites
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Grading Scheme

Group Grade _paail) Marks % | Definition

A — Excellent Sl 90-100 Outstanding Performance

B - Very Good [SENRTEN 80-89 Above average with some errors
Success Group

C - Good RYES 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory b gl 60— 69 Fair but with major shortcomings

E — Sufficient Jsa 50-59 Work meets minimum criteria
Fail Group FX - Fail (Aadleal) 28) ol (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 6

MODULE DESCRIPTION FORM

@u\‘)ﬂ\ alall Sag CJJA.I

1. Course Name:

Mobile Applications

2. Course Code:

CyB302

3. Semester / Year:

1t Semester/2025

4. Description Preparation Date:

12/09/2025
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5. Available Attendance Forms:

6. Number of Credit Hours (Total) / Number of Units (Total)

3

7. Course administrator's name (mention all, if more than one name)

Name: Dr. Sari Ali Sari
Email: sari.ali@uobasrah.edu.iq

8. Email: Course Objectives

Course Objectives e Introduce students to the fundamentals of mobile
applications and platforms.

e Train students to design and implement interactive mobile
user interfaces.

e Develop mobile applications using Android Studio or Flutter.

¢ Integrate applications with databases and online APIs.

e Enable students to create and present a complete mobile
project.

9. Teaching and Learning Strategies

Strategy Lectures: to introduce theoretical concepts and principles of mobile
applications.

Laboratory Sessions: to provide hands-on experience in developing
mobile applications.

Tutorials: to enhance problem-solving skills and provide guidance
on projects.

Group Projects: to develop teamwork, communication, and
practical development skills.

Independent Study: students are encouraged to use recommended
texts, online documentation, and self-learning to deepen their
understanding.

Interactive Discussions: to stimulate critical thinking and link
theoretical knowledge with practice.

10. Course Structure

Week Hours Required Unit or subject Learning Evaluation
Learning name method method
Outcomes
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1 32T+ 1L) | Understand Introduction to Lecture + Quiz
mobile apps & Mobile Lab
platforms Applications
2 32T+ 1L) | Setup Development Lecture + Lab exercise
development Environment Lab
environment &
run app
3 32T+ 1L) | Describe app Mobile App Lecture + Quiz
architecture & Architecture Lab
lifecycle
4 32T+ 1L) | Design simple User Interface Lecture + Assignment
Ul Design (Layouts, | Lab
Widgets)
5 32T+ 1L) | Handle events & | Event Handling Lecture + Quiz
screen & Navigation Lab
navigation
6 32T+ 1L) | Implement local | Local Storage Lecture + Lab work
storage (Shared Prefs, Lab
SQLite)
7 32T+ 1L) | Apply Midterm Exam & | Exam + Lab Midterm
knowledge from | Lab Test
Weeks 1-6
8 32T+ 1L) | Connect apps Networking & Lecture + Lab exercise
with APIs APIs Lab
9 32T+ 1L) | Work with Multimedia & Lecture + Assignment
multimedia & Sensors Lab
Sensors
10 32T+ 1L) | Implement Services & Lecture + Quiz
background Notifications Lab
tasks &
notifications
32T+ 1L) | Design Advanced UI/UX | Lecture + Lab exercise
11 advanced Design Lab
UI/UX
12 32T+ 1L) | Apply testing & | Testing & Lecture + Lab work
debugging Debugging Lab
13 32T+ 1L) | Prepare Deployment Lecture + Report
deployment (APK, Lab
Publishing)
14 32T+ 1L) | Present & Final Project Presentation Project
evaluate projects | Presentations evaluation
15 32T+ 1L) | Review & wrap- | Revision and Interactive Participation
up Q&A session

11. Course Evaluation
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Component Details Weight Percentage
(Marks)
Continuous Quizzes (2) 10 10%
Assessment
Assignments 10 10%
Lab Work / Practical Activities 10 10%
Project / Group Work (Final Presentation) 5 5%
Report / Documentation 5 5%
Midterm Exam 10 10%
Final Exam 50 50%

12. Learning and Teaching Resources

Required textbooks
(curricular books, if

Android Programming: The Big Nerd Ranch Guide - Bill Phillips,
Chris Stewart

any)

Main references Neil Smyth — Android Studio Development Essentials — Java
(sources) Edition, Payload Media, 2020.

Recommended Flutter for Beginners — Alessandro Biessek

books and

references (scientific
journals, reports...)

Electronic
References,
Websites

¢ Android Developer Guide:
https://developer.android.com/guide
e Flutter Documentation: https://docs.flutter.dev

Curriculum for the third Year, Second Semester.

Module 1

MODULE DESCRIPTION FORM

Al Hall Balal) Coia g 23 g

Module Information
:\M\J.ﬂ\ 3alall &_1\.A‘5Lux

Module Title

Computer Network Security Module Delivery
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Module Type Core X Theory

X Lecture
Module Code CYB308

3 O Lab

ECTS Credits 6 LiTutorial

I Practical
SWL (hr/sem) 150 LI1Seminar
Module Level 3 Semester of Delivery 1
Administering Department CS College CsIS
Module Leader Dr. Khulood A. Nassar e-mail Khulood.nassar@uobasrah.edu.iqg
Module Leader’s Acad. Title Ass. Proof. Module Leader’s Qualification Ph.D.
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific C ittee A |

L LS A 15/01/2026 Version Number | 1.0
Date
Relation with other Modules
DAY Agual 5l 3 sall ae 28|
Prerequisite module CYB303 Semester
Co-requisites module None Semester
Module Aims, Learning Outcomes and Indicative Contents
4L )Y by ginall g alil) 2l g gl Jal) 5ol Calaa
6. Introduce students to the foundational concepts, principles, and terminology

Module Objectives of cOmputer network security. This includes understanding the importance of

. . L security for communication, networks, and the role of modern method of

@u‘).ﬂ\ alall Calaal . .
sending data saving.

7. Familiarize students with various methods for security of networks, standards,
and best practices that are relevant to the field of communication security.
This includes understanding sending and receiving requirements of security,

best protocols, and main gools of security communication protocol.
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10.

Explore the principles and techniques of networks and communications
security through standard detections.

Provide students with knowledge of development practices and
methodologies of security. This involves offering data transmission techniques
safely.

Introduce students to the fundamentals of computer network security. This
includes learning how to addressing, as well as investigations of this
addressing methods and preserving varabile them.

Module Learning
Outcomes

gyl Boblall alal) s jie

10.

11.

12.

13.

14.

15.

16.

17.

18.

Gain a comprehensive understanding of the fundamental concepts, principles,
and terminology related to computer network security, including the
importance of security communication systems.

Demonstrate knowledge and comprehension of various addressing methods,
standards, and best practices relevant to data communication, including
sending and recieving security requirements.

Apply the principles and techniques of security types, including understanding
security of network architecture and communication protocols.

Apply software development practices and methodologies, including
understanding common software applications of security.

Understand and apply the fundamentals of communication security, including
security of data transmission media.

Apply the principles and protocols of communication, including understanding
attacks methods, management, and the role of producting of the networks.
Apply skills in managing networks, including understanding communication
safely.

Understand and apply considerations associated with data communication
producting.

Demonstrate awareness and understanding of emerging technologies and
trends in data communication producting , including devices, and Internet.

Indicative Contents

3ol Y1 iy giaall

Indicative content includes the following.

Module 1: Introduction to computer network security. [12 hrs]
Module 2: authentication.  [12 hrs]

Module 3: network layer security.  [12 hrs]

Module 4:firewalls. [12 hrs]

Module 5: intrusion detection systems. [12 hrs]

Learning and Teaching Strategies
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Strategies

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking skills. This will be achieved through classes, interactive tutorials
and by considering types of simple experiments involving some sampling activities that
are interesting to the students.

Student Workload (SWL)

Structured SWL (h/sem)

Juadll P Qllall adatiall ol jal) Jasl)

Structured SWL (h/w)
47 3
Lo saul calldall alsiiall sl 5l Jaall

Unstructured SWL (h/sem)

Jomil) I8 el alaiall e ol all Jaal

Unstructured SWL (h/w)
103 6
Lo saul Calldall alaiiall ye ol 5ol Jaall

Total SWL (h/sem)

Juadll P llall K il el o) 150
Module Evaluation
Al Hall 3alal) PRtty
Time/Number Weight (Marks) Week Due Relevant Learning
Outcome

Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
e Assignments 2 10% (10) 2and 12 LO #3, #4 and #6, #7
assessment | proiacts / Lab. 1 10% (10) Continuous | All

Report 1 10% (10) 13 LO #5, #8 and #10
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ERTI T e Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment | Einal Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
bl o sl Zleidl)
Material Covered

Week 1 Introduction to computer network security

Week 2 End point authentication

Week 3 Authentication protocols

Week 4 Extended authentication protocols

Week 5 Network layer security

Week 6 Virtual private networks

Week 7 AH and ESP protocol

Week 8 Security associations

Week 9 IP security datagram

Week 10 | Mid exam

Week 11 | Key management of IP security

Week 12 | Operational security

Week 13 | Firewalls

Week 14 | Access control by firewalls

Week 15 | Intrusion detection systems
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Delivery Plan (Weekly Syllabus)

ofRall e g el

Material Covered

Week 1 Introduction to use packet tracer simulator of RIP Protocol

Week 2 Design network with router depending of dynamic routing (RIP)
Week 3 Design network with 2 router depending of dynamic routing (RIP)
Week 4 Design network with 3 router depending of dynamic routing (RIP)
Week 5 Design network with 4 router depending of dynamic routing (RIP)
Week 6 | Simulate security of server by IP address

Week 7 | Simulate security of server by location address

Week 8 Design network with 2 server and realized security

Week 9 Simulate dynamic allocation of IP addresses

Week 10 | Exam (1)

Week 11 | Simulate firewall in simple network

Week 12 | Simulate firewall in extended network

Week 13 | Simulate firewall in network as gateway

Week 14 | Simulate intrusion detection systems

Week 15 | Exam (2)

Learning and Teaching Resources

w‘).ﬁl\‘g (‘Ja_'m JJLAAA

Text

Available in the Library?
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Ali Sadiqui, Willy, " Computer Network Security ", serios

Required Texts Edltion, Jon Wily & SOI’IS, InC, 2020. No
James F. Kurose & Kulth W. Ross . " Computer Networking : A
Recommended
Text Top-Down Approach ". Seventh Edition ,Person Eduction, Inc, No
exts
2017.
Websites
Grading Scheme
Group Grade pasil) Marks % | Definition
A - Excellent bl 90 - 100 Outstanding Performance
B - Very Good [RENREES 80 -89 Above average with some errors
Success Group
C - Good pres 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory L sl 60 - 69 Fair but with major shortcomings
E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail (Allaal) 28) ol | (45-49) More work required but credit awarded
(0-49) F - Fail cal (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 2

MODULE DESCRIPTION FORM
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Module Information
d) Hall Balal) il slaa

Module Title Cloud Computing Principle Module Delivery

Module Type Core XTheory

Module Code CyB309 KNLecture

ECTS Credits | 4 Xiab
XTutorial

SWL (hr/sem) 100 XPractical
XSeminar

Module Level 11 Semester of Delivery 2

Administering Department CyB College CSIS

Module Leader | Dr. Haider M. Al-Mashhadi e-mail

Module Leader’s Acad. Title Prof. Module Leader’s Qualification PHD

Module Tutor Name (if available) e-mail E-mail

Peer Reviewer Name Name e-mail E-mail

SDcai::tific Committee Approval Version Number | 1.0
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Relation with other Modules

DAY Agual 5l 3 sall ae 28|

Prerequisite module None Semester

Co-requisites module CyB Cloud Computing Principle Semester

2/Level 1

Module Aims, Learning Outcomes and Indicative Contents

L5 Y1 by ginall g alil) il g gl Hal) 3okl Calaad
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Module Objectives

Al al) alall Calaal

Gaining knowledge of cloud computing offers valuable insights into
various other domains and disciplines.

Acquiring proficiency in the effective and responsible utilization and
administration of cloud computing is crucial for managers and other
professionals in today's interconnected global information-driven
society.

Learn that people must understand the components of cloud computing

and how all of these components work together to bring value to an
organization.

We need to direct our attention to the role that cloud computing play in
today's interconnected global information society.

The competitiveness of many companies relies significantly on the
efficient utilization of information systems. Consequently, we need to
consider the potential benefits and drawbacks that integrating
information systems can bring to both businesses and society.

what is a cloud computing? According to NIST Cloud computing is a

model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers,
storage, applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction. (Special
Publication 800-145).

1. why learning cloud computing?

2. why learning types of cloud computing?

3. Why learn about virtualization?

4. Why learn about architecture of CC?

5. Why Learn about CC services?
Module Learning 1- Provide the student with the essential skills required to excel in the
Outcomes cloud computing.

2- Acquire crucial skills for working with virtualization.

3- Gain essential skills for handling cc services

Aol o) salall aladl) s jaa
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Indicative Contents| Indicative content includes the following.
Lol ) ey siaall
- Principles of cloud computing
How can use cloud computing, services, types.
Learning and Teaching Strategies
arl=ill g ela_"d\ Claa) yi
Strategies The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and
expanding their critical thinking skills. This will be achieved through classes and
the activities, interactive tutorials, and by considering types of simple
experiments involving some sampling activities that are interesting to the
students.
Student Workload (SWL)
Lo saul V0 o sune allall sl all Jeal
Structured SWL (h/sem) 79 Structured SWL (h/w) 5
il A8 Ll plial) casl 5l Jaal) Lo sl Callall alaziall sl Jeal)
Unstructured SWL (h/sem) 96 Unstructured SWL (h/w) 6.4
diadll s Qlall altiall pe ol Jal) Jeal) L sel Calldall bl e sl Al Jeal)

Total SWL (h/sem)

175
Jodl) I LA ISl 5l Jas

Module Evaluation

3\._..1...»\)35\ saldl) ?.1.:93
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Time/Numbe | Weight (Marks) | Week Due | Relevant Learning
J Outcome
Formative Quizzes 2 10% (10) 5and 10 | LO#1, #2 and #10,
assessment #11
Assignments 2 10% (10) 2and 12 | LO#3, #4 and #6, #7
Projects / Lab. 1 10% (10) Continuou | All
S
Report 1 10% (10) 13 LO #5, #8 and #10
Summative | Midterm Exam 2hr 10% (10) 7 LO #1 -#7
assessment
Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100
Marks)
Delivery Plan (Weekly Syllabus)
bl o sl Zleiall

Material Covered

Week 1 | Introduction to Cloud computing

Week 2 |Building cloud computing environments

Week 3 |Principles of Parallel and Distributed Computing
Week 4 |Virtualization

Week 5 |Taxonomy of virtualization techniques
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Week 6 |Cloud Computing Architecture

Week 7 |Types of clouds

Week 8 |Open challenges

Week 9 |CLOUD APPLICATION PROGRAMMING

Week 10 |Cloud Platforms in Industry

Week 11 |Cloud Applications

Week 12 |Business and consumer applications

Week 13 |Advanced Topics in Cloud Computing

Week 14 |Market-based management of clouds

Week 15 |Third-party cloud services

Week 16 |Exam

Delivery Plan (Weekly Lab. Syllabus)

D88l e gl gl
Material Covered
Week 1
Week 2
Week 3
Week 4
Week 5
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Week 6

Week 7

Week 8

Week 9

Week 10

Week 11

Week 12

Week 13

Week 14

Week 15

Learning and Teaching Resources

w‘)dﬂ\j (,L_“d\ JJL».AA

Text Available in the Library?
Required Texts | Mastering Cloud Computing Foundations and No
Applications Programming by Rajkumar Buyya. Christian
Vecchiola, S. Thamarai Selvi, 2013
Recommended | Handbook of Cloud Computing: 2010 No
Texts
Websites

196




Grading Scheme

Group Grade Jpaail) Marks % | Definition
Success Group | A — Excellent B 90-100 | Outstanding Performance
(50 - 100) B - Very Good las 2 80-89 Above average with some errors
C-Good B> 70-79 Sound work with notable errors
D- Lo gia 60 -69 Fair but with major shortcomings
Satisfactory
E — Sufficient J e 50-59 | Work meets minimum criteria
Fail Group FX - Fail Yaadleall 28( (45-49) More work required but credit
awarded
(0-49)
F - Fail il (0-44) Considerable amount of work

required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for
example a mark of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University
has a policy NOT to condone "near-pass fails" so the only adjustment to marks awarded by the original
marker(s) will be the automatic rounding outlined above.

Module 3

MODULE DESCRIPTION FORM

Al Hall Balal) Coia g 73 g

Module Information

:\M\J.ﬂ\ 3alall k_i\.A)lM
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Module Title Secure Communication Protocols Module Delivery
Module Type Core o [XfTheory
X Lecture
Module Code CyB 311
O Lab
ECTS Credits 4
[ Tutorial
OPractical
SWL (hr/sem) 125
[JSeminar
Module Level 3 Semester of Delivery 2
Administering Department CyB College CSIS
Module Leader e-mail
Assist Prof PHD
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
Scientific C ittee A |
cientific Committee Approva Version Number 1.0
Date
Relation with other Modules
AV Agusl 5l 3 sall ae 28|
Prerequisite module None Semester
Co-requisites module Semester

Module Aims, Learning Outcomes and Indicative Contents

A0L5 )Y il ginall g alail) il 5 gl Hal) 3ol Calaa

Module Objectives

ol ) sald) Calaal

44. Understand Internet.

45. Understand the communication process through Internet
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46.

47.
48.
49.
50.

The ability to understand the problems and find if they can be solved using
Internet protocols.

Understand the main types of data communication.
Learn the basic security principals for data communication.
Understanding the different layers of data communication.

Explore the main Internet protocols.

Module Learning
Outcomes

Al Hall Balall aladl) il A

26.

27.

28.
29.

30.
31.
32.
33.

Explain the basic concepts in of data communication through a set of
tools.

Acquiring skills in addressing the mathematical problems and proof the
solution.

Acquiring basic skills as an introduction to language construction.
Acquiring theoretical concepts to deal with (connection-oriented and
connection-less communication

The ability to design Open system Interconnection networking Model.
The ability to design TCP/IP networking model.

Ability to distinguish between different types of data communication.
The logical thinking to formulate the problems and solutions.

Indicative Contents

4als LY il siaall
Learning and Teaching Strategies
(—,:\L_“d\j rdz_“d\ Cilaas) yi
The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking skills. This will be achieved through:
Strategies

Readings, self-learning, discussion panels.

Exercises and activities in the classroom.

Directing students to some websites to benefit from them to develop
their capabilities.

199




- Holding research seminars through which some problems are explained
and analyzed and the mechanism for finding solutions to them.

Student Workload (SWL)

le saul 10 (0 guna calllall ol 5l Jasll

Structured SWL (h/sem) Structured SWL (h/w)

daaill A Qlall alaiial) ol all Jaal) > Lo saul calldall alaiiall ol 5l Jaall .
Unstructured SWL (h/sem) Unstructured SWL (h/w)

daail) A Qlall aliid) jae ol Hall Jasl) °3 Lo saul Calldall aliiiall ye ol jall Jaall 2

Total SWL (h/sem)
125
Juaill J3a lUall SN ol 5l Jeal

Module Evaluation

:\ﬁ""“bﬂ\ saldll (»;.1:\9.1
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 All
e Assignments 2 20% (20) 2and 12 LO #2, #4 and #5, #8
assessment Projects / Lab. - - - -
Report 1 10% (10) 13 LO #1, #3, #6 and #7
Rurr et Midterm Exam 2hr 10% (10) 7 All
assessment Final Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)

bl o sl Zleiall

Material Covered

Week 1 Introduction to Internet

Week 2 Introduction to data communication

Week 3 The basic structure of Internet

Week 4 Connection-oriented versus Connection-less communication
Week 5 OSI networking model

Week 6 TCP/IP networking model

Week 7 Mid-Term Exam

Week 8 Transmission Control Protocol (TCP) and User Datagram Protocol (UDP)
Week 9 Internet Protocol and its Header

Week 10 | Domain Name System (DNS)

Week 11 | Email and Simple Mail Transfer Protocol

Week 12 | Wireless-Fidelity (Wi-Fi)

Week 13 | Hyper Text Transfer Protocol (HTTP)

Week 14 | File Transfer Protocol (FTP)

Week 15 | Internet Secure Access

Week 16 | Final Exam

Learning and Teaching Resources

w‘)dﬂ\‘g (‘Ja_'m JJLAAA
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Text

Available in the Library?

Required Texts

Edition, 2005.

Computer Networking and the Internet", Fifth

Recommended Computer Networking: A Top-Down
Texts Approach”, 7th Edition, 2016.
Websites
Grading Scheme
Group Grade i) Marks % Definition
A — Excellent Dbl 90-100 Outstanding Performance
B - Very Good [AENRYEN 80 -89 Above average with some errors
Success Group
C - Good L 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory Lo gl 60— 69 Fair but with major shortcomings
E — Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail [CENIEP{RT:) U (45-49) More work required but credit awarded
(0-49) F - Fail al (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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Module 4
MODULE DESCRIPTION FORM

4,3.»:\‘)&5\ alall —a g CJ}@

Module Information
mbﬂ\ saldl) C"_QLA)LLA

Module Title Information Risk Management Module Delivery
Module Type Core e [XfTheory
X Lecture
Module Code CyB 310
O Lab
ECTS Credits 4
[ Tutorial
SWL (hr/sem) 125 [Practical
[JSeminar
Module Level 2 Semester of Delivery 1
Administering Department CyB College CSIS
Module Leader e-mail
Assist lect PHD
Module Leader’s Acad. Title Module Leader’s Qualification
Module Tutor Name (if available) e-mail E-mail
Peer Reviewer Name Name e-mail E-mail
IS)caictagtific Committee Approval Version Number 1.0

Relation with other Modules
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6 AY) Agual all 3 sall e 28|

Prerequisite module

None

Semester

Co-requisites module

Semester

Module Aims, Learning Outcomes and Indicative Contents

40L5 )Y by ginall 5 alail) il 5 gl Hal) 3oLl Calaa

Module Objectives

Al Hall salall Calaal

51.

52.

53.

54.

55.

56.

57.

Understand the concept of information risk management and its role in
protecting organizational information assets.

Identify different types of information security risks, including technical,
operational, and human-related risks.

Analyze threats and vulnerabilities that may impact confidentiality, integrity,
and availability (CIA triad).

Assess risk likelihood and impact using qualitative and quantitative risk
assessment methods.

Apply risk management frameworks and standards such as ISO/IEC 27005
and NIST Risk Management Framework.

Evaluate and prioritize risks based on organizational risk appetite and
tolerance.

Select appropriate risk treatment options, including risk acceptance,
mitigation, transfer, and avoidance.

58. Design and recommend security controls to reduce identified risks
effectively.
59. Monitor and review risks continuously to ensure controls remain effective
over time.
34. Define information risk management and explain its importance in
Module Learning protecting organizational information assets.
Outcomes 35.
36. Identify information security threats, vulnerabilities, and risks affecting
oy 50 el oy inforr'nat-ion.systems. | ‘ - ' -
37. Explain the impact of risks on confidentiality, integrity, and availability

(CIA triad).
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38. Analyze risk scenarios by evaluating likelihood and potential impact.

39. Apply information risk management frameworks and standards such as
NIST RMF and ISO/IEC 27005.

40. Assess and prioritize risks based on organizational risk appetite and
tolerance levels.

41. Select and justify appropriate risk treatment strategies (accept,
mitigate, transfer, avoid).

42. Design suitable security controls to reduce or manage identified
information risks.

43. Monitor and review risks and controls to ensure ongoing effectiveness.

Indicative Contents

Lals Y il sisall

Learning and Teaching Strategies

bl 5 il i) i

Strategies

The main strategy that will be adopted in delivering this module is to encourage
students’ participation in the exercises, while at the same time refining and expanding
their critical thinking skills. This will be achieved through:

- Readings, self-learning, discussion panels.

- Exercises and activities in the classroom.

- Directing students to some websites to benefit from them to develop
their capabilities.

- Holding research seminars through which some problems are explained
and analyzed and the mechanism for finding solutions to them.

Student Workload (SWL)

le saul 10 (G gena Calllall sl al) Jaal

Structured SWL (h/sem)

62 Structured SWL (h/w) 41
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Jeadll g3 Callall alatiall ol jall Joal) Lo sl Ul alaiiall ) Hall Jeall

Unstructured SWL (h/sem) Unstructured SWL (h/w)
63 4.2
Juadll IS Ll aliiall e asd jall Jaal L saad llhll 2l e ud 53 Jaall

Total SWL (h/sem)
125
Juaill J3a lUall KU ol 5l Jeal

Module Evaluation

i,g...ubﬂ\ 3aldl) ?'IT)SS
Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 All
TR Assighments 2 20% (20) 2and 12 LO #2, #4 and #5, #8
assessment Projects / Lab. - - - -
Report 1 10% (10) 13 LO #1, #3, #6 and #7
ST e Midterm Exam 2hr 10% (10) 7 All
assessment | cinal Exam 3hr 50% (50) 16 Al
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
bl e sl Zleiall
Material Covered
Week 1 Introduction to Cybersecurity Risk Management
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. Learning objectives: Define risk, threat, vulnerability, impact; explain risk management

lifecycle; outline course expectations and assessment.

o Topics:

o Key concepts: CIA triad, risk, threat, vulnerability, impact, likelihood

o Risk management lifecycle: identify, assess, treat, monitor, communicate

0 Overview of frameworks: NIST RMF/CSF, ISO 27001/27005, FAIR (overview)

. Activities: Icebreaker case: identify risks in a campus IT service; quick risk vocabulary quiz
o Readings: ISO/IEC 27001, 27005 (intro sections); NIST CSF introductory material

. Assessment: Short quiz; 1-page reflection on governance vs. policy

: Governance, Stakeholders, and Risk Appetite

o Learning objectives: Identify stakeholders; discuss governance, policy vs. procedure; define

risk appetite and culture.

o Topics:

o Stakeholder mapping; governance structures; roles (board, exec, IT, security, compliance,
Week 2 Iegal, HR)

o Risk appetite, tolerance, culture

o Policy framework alignment

o Activities: Stakeholder role-play exercise; map a simple risk governance structure

o Readings: NIST SP 800-39 (Organization-wide risk management) overview; selected ISO

27001 sections

. Learning objectives: Identify assets; differentiate asset types; begin asset inventories.

o Topics:
Week 3

o] Asset types: information, systems, people, processes, third parties

o Asset inventory techniques; critical asset identification
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. Activities: Build a sample asset inventory for a department; catalog critical assets
. Readings: ISO 27001 control A.8 (Asset management) overview
. Assessment: Asset inventory submission with justification of criticality
Week 4 Threat Modeling Basics.
Week 5 Vulnerabilities and Mapping Threats to Assets
Week 6 Business Impact Analysis (BIA) and RTO/RPO
Week 7 Qualitative Risk Assessment Methods
Week 8 Quantitative Risk Assessment and Data
Week 9 Control Taxonomy and Defense in Depth
Week 10 | Privacy, Legal, and Ethical Considerations
Week 11 Selecting and Evaluating Controls
Week 12 Risk Communication and Reporting
Week 13 Incident Response and Recovery Risk
Week 14 Security Operations, Monitoring, and Continuous Improvement
Week 15 | Capstone Design and Program Design
Week 16 | Exam
Learning and Teaching Resources
o) g (Ja_“d\ laa
Text Available in the Library?
Required Texts Cyber Risk Resources for Practitioners
Recommended
Texts
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Websites

Grading Scheme

Group Grade _paail) Marks % Definition

A — Excellent Dbl 90-100 Outstanding Performance

B - Very Good [SENRTEN 80-89 Above average with some errors
Success Group

C - Good L 70-79 Sound work with notable errors
(50 - 100)

D - Satisfactory L sia 60— 69 Fair but with major shortcomings

E — Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail [CENIEP{RE) U (45-49) More work required but credit awarded
(0-49) F - Fail Gl (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.

Module 5

MODULE DESCRIPTION FORM

M\Jﬂ\ 3aldl) Sag CJJAJ

Module Information
:\M\J.ﬂ\ 3alall t_i\.AjLux

Module Title

MALICIOUS CODE

Module Delivery
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Module Type Core XTheory
Module Code CyB312 OLecture
ECTS Credits 6 Kb
XTutorial
SWL (hr/sem) 150 DPractical
OSeminar
Module Level 1 Semester of Delivery 1
Administering Department CyB College CSIS
Module Leader Dr. Sari Ali Sari e-mail sari.ali@uobasrah.edu.iq

Module Leader’s Acad. Title

Assist Proff

Module Leader’s Qualification

PHD

Module Tutor

Name (if available)

e-mail

E-mail

Peer Reviewer Name Name

e-mail

E-mail

Scientific Committee Approval

Date Version Number 1.0
Relation with other Modules
6 AV Agusl 5l 3 sall ae 28|
Prerequisite module None Semester
Co-requisites module CyB107 Computer Programming Il Semester 2/Level 3

Module Aims, Learning Outcomes and Indicative Contents

405 Y1 il ginall g alail) il g gl Hal) salall Calaa]
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1. Gain knowledge about the functioning of malware which includes
Module Objectives computer viruses, worms, Trojan horses and spyware.
2. Know the functions of each malicious program, including stealing,

encrypting or deleting sensitive data, changing or stealing basic
computer functions, and monitoring users' computer activity
without their permission.

Jau Al saladl Calaal

Module Learning

N — 1. Recognize Malicious software.
2. List the various terms associated with Malicious Code.
Al all 3alall alail) il e 3. Summarize the different types of malicious software.
Indicative Contents 1. Study all generations of Antiviruses.
Joala Y il sl 2. Learning virus kits and virus tools.

Learning and Teaching Strategies

bl 5 il i) i

Methodological books, resources (internet and library), dialogues reinforced with
Strategies illustrative examples, Theoretical lectures, laboratories, practical tasks, using modern
devices to present practical ideas to students ( data show, electronic board ).

Student Workload (SWL)

le saal V0 (o guna calldall ) Hall Jeall

Structured SWL (h/sem) Structured SWL (h/w)

daadl) A Qlall alaiial) ol all Jaal) 79 Lo saul calldall alsiiall sl 5all Jaall ’
Unstructured SWL (h/sem) Unstructured SWL (h/w)

daail) A Qlall aliid) jie ol Hall Jasl) % Lo sal calldall alsiiall y ol 5ol Jaall o4

Total SWL (h/sem)
175

Gl 38 Ul IS sd jal) sl
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Module Evaluation

:&,p.ubﬂ\ paldl) (»;.us.a

Relevant Learning
Time/Number Weight (Marks) Week Due
Outcome
Quizzes 2 10% (10) 5and 10 LO #1, #2 and #10, #11
Formative | Assignments 2 10% (10) 2and12 | LO #3, #4 and #6, #7
assessment | pioiacts / Lab. 1 10% (10) Continuous | All
Report 1 10% (10) 13 LO #5, #8 and #10
T Midterm Exam 2hr 10% (10) 7 LO #1 - #7
assessment [ cina) Exam 3hr 50% (50) 16 All
Total assessment 100% (100 Marks)
Delivery Plan (Weekly Syllabus)
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Material Covered
Malicious Software definition
e Types Of Malicious
Week 1 Software
e Backdoor
e Logic Bomb
e Trojan
Week 2 e Horses
e Mobile Code
e Multiple-Threat Malware
Week 3 Viruses
e understanding Viruses
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Week 4 The Nature of viruses
Viruses Classification
Week 5 ¢ Viruses Kits
e Marco Viruses
Week6 | qyi;
E-Mail Viruses
Week 7 e Boot Sector Viruses
e Executable Viruses
Virus Countermeasures
Week 8 e Antivirus Approaches
e Advanced Antivirus Techniques
Worms
Week 9 e Introduction of worms
e Understanding Viruses Propagation
Week 10 The Morris Worm .
e Worm Propagation Model
e Recent Worm Attacks
Week 11 | quiz
State of Worm Technology
Week 12 e Mobile Phone Worms
e \Worm Countermeasures
Week 13 | Middle Exam
Week 14 Distributed Denial of Service Attacks
Constructing the Attack Network
Week 15 | DDoS Countermeasures
Week 16 Exam

Delivery Plan (Weekly Lab. Syllabus)
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Material Covered

Malware analysis

e Malware analysis purposes

e Step-by-step analysis

Week 1 e Malware analysis stages/flow
e Malware analysis laboratory
e Virtual machine

e Virtual network

Basic Static Analysis

e Antivirus scanning
e Malware hashing

Week 2 .
e Malware string
e Detect malware packer/obfuscated
* Inspect Portable Executable (PE) Header
e Exploring Dynamic Link Library (DLL)
Basic Dynamic Analysis
e Dynamic analysis
e e Sandboxing
e Dynamic analysis tools
e Running malware
Malware runtime analysis
e Malware Runtime Analysis
Week 4 e Process monitor
® Process explorer
e Snapshot
Network monitoring
Week 5 e Network packet sniffing

e Fake services
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Advance Static Analysis

e Core X86 assembly concept

e X86 architecture

Week 6 e Main memory
e Register
e Stack

e Assembly instruction

Analyzing malicious code

e  Windows API

Week 7 e File system functions
e  Windows registry

e DLL

e Exception

Week 8 quizz
Malware Behavior
e Malware Functionalities
e HTTP Command and Control
e Custom Command and Control
Week 9
e Custom C2 Sample
e PowerShell Command
e How Attackers Use PowerShell
e PowerSHell Attack
Code debugging
e Breakpoints
Week 10 e Exception

* Modify program execution

e User/kernel mode
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Malware debugging with OllyDbg

e OllyDbg
Week 11 e Code execution
e Run/step Into/step over
e Breakpoints
Loading DLLKernel debugging with WinDbg Setup kernel debugging
e VM setup
Week 12 e Using WinDbg
e Reading from memory
e Kernel Debugging in Practice
Self Defending Malware
e Packer and unpacking
e Packer identification methods
Week 13
e Unpacking complexities
e Structured exception handlers
e QOriginal Entry Point (OEP)
Week 14 | quiz
Bypassing analysis defences
e Multiple malware defensive techniques
Week 15

e Anti-disassembly
e Anti-debugging

e Anti-virtual machine

Learning and Teaching Resources
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Text

Available in the Library?

¢ Cryptography And Network Security- Principles
And Practice- Fifth Edition William Stallings.

Required Texts  Cyber security Essentials, James Graham, Richard Howard, No
Ryan Olson,2011.
Recommended » Computer viruses and malware by john AY cock \
o)
Texts University of calgary canada 2006 springer
Websites https://www.guru99.com/python-tutorials.html
Grading Scheme
Group Grade paal) Marks % Definition
A — Excellent Dbl 90-100 Outstanding Performance
B - Very Good [RENREES 80-89 Above average with some errors
Success Group
C - Good B 70-79 Sound work with notable errors
(50 - 100)
D - Satisfactory Lo gl 60— 69 Fair but with major shortcomings
E - Sufficient e 50-59 Work meets minimum criteria
Fail Group FX - Fail [CENIEPIRU:) RUEWA (45-49) More work required but credit awarded
(0-49) F - Fail ) (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.
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